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Summary of Issue

This Committee has encountered a series of issues which relate to
- the designation, handling, and disclosure of information affecting the
nation'S»security (denoted here 23S "gecurity information").

1. Reform of the securit classification S stem. | various analyses'
of the classification system have concluded that it permits exces-
sive classification and fails tO provide for timely declassification.
There has, however, been more agreement On the problems than on their

solution. } |

2. withholdin of securit jnformation from the Congress. This
Committee's experience has again raised the question of whether the
executive branch can refuse tO provide information to the Congress,
and, if soO, under what circumstances. The President's nembargo' on
classified information has been 1ifted, but, in accepting the com—
promise now in effect, the Committee indicated that it did not neces™
sarily regard the underlying question as having been permanently

resolved.

3. Access to securit jnformation

The future form and cffectiveness of Congressional oversight of

'intelligence will be affected by the extent to which'intelligence
information is available toO a1l the members of Congress. This ques—
tion of accesSs ijs one of the issues presently before the House Com~—
mittee on Standards of Official Conduct.

4. Public release of securit sional committees.
With regard to this matter also, the Committe dicated that it

., may recommend future Congressional policies that will not necessarily
conform to the Committee's present arrangements with the president

and the intelligence,community. '

5. Public disclosure of securit information b ndividual members

of Congress. Unilateral disclosure of such information by members of

Congress has been alleged twice in recent years—-—oncé by Senator Gra-

" yel and, more recently, by Congressman Harrington. The Committee

. may wish to make recommendations to the House regarding the rights
and responsibilities of members of Congress who are privy to sensi-
tive,information, : '

Although each of these issues will be discussed separately, they
are intimately inter—related. 1f the Committee considers each issue in
turn, it may also want to ask if all of its recommendations, taken to-
gether, combine to constitute & reasonable and coherent policy for the
Congress. 1n SO doing, it will be necessary to consider and balance the
need to protect the secrecy of sensitive information against the need

of both the Congress and the public to be fully jnformed.

These issues are significant as general matters of Congressional
policy- They are particularly important with regard to intelligence mat—
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ters which are as controversial as they are sensitive. The Committee's
recommendations, if adopted by the Congress, will have obvious consequences
- for the future relationship between Congress and the intelligence community
and for the relationship between members of the Congress and their intel-~
ligence oversight committee(s). ‘
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~Reform of the Security Classification System

"Development v o } i

The regulations under which documents are stamped ''Confidential,”
"Secret," or "Top Secret'" are not based on statute. Instead, the present
classification system is the culmination of a series ofiadministrative
regulations and executive orders, beginning during worlf War I.

According to a 1973 study.prepared by the House Committee on Gov-
ernment Operations, the first classification categories. were established
in November, 1917, by General Orders of the American Expeditionary Forces.
These orders were soon superseded by regulations issued by the War and
Navy Departments. ’ '

‘In turn, departmental régulations were superseded by Executive Or-

- der 8381, issued by President Roosevelt in 1940. As authority, FDR

cited an act of 12 January 1938, now codified as part of the Espionage
Act as 18 U.S.C. 795(a): (see Appendix 1) :

Whenever, in the interests of national defense, the President
defines certain vital military and naval installations or equip-
ment as requiring protection against the general dissemination
of information relative thefeto, it shall be unlawful to make
any photograph, sketch, picture, drawing, map, or graphical rep-
resentation of such vital military and naval installations or
equipment without first obtaining permission of the commanding
officer....

'~ By contrast, the executive order encompassed '"(a)ll official military or

naval books, documents, reports, maps, charts, plans, designs, models,
drawings, photographs, contracts, or specifications...." Although the
scope of the order apparently exceeded the scope of the statute on which
it was based, there is no indication that FDR's order was challenged.

Executive Order 8381 was replaced by a series of executive orders

. (and regulations issued pursuant to executive orders) in 1942, 1950, 1951,

1953, and 1972.

From 1953 to 1972, the security classification system was based upon
Executive Order 10501, "Safeguarding Official Information in the Interests
of the Defense of the United States,'" issued by President Eisenhower on
5 November 1953. As authority for its issuance, the order is prefaced
only by the following general statement:

Now, therefore, by virtue of the authority vested in me by the
Constitution and statutes, and as President of the United States,
and deeming such action necessary in the best interests of the
national security, it is hereby ordered as follows....

On 10 March 1972, President Nixon issued the executive order currently in
force-—-Executive Order 11652, 'Classification and Declassification of Na-
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. , tional Security Information and Material." ’(see‘Appendix 2)- This order,
like its predecessor, includes_only a general statement of authority:

Now, therefore, by virtue of the authority vested in me by the
Constitution and statutes of the United States, it is hereby
ordered....

’,

Statutory and constitutional basis

As these statements of authority imply, the security classification
system is not based upon explicit statutory authority. A 1971 study pre-
‘pared by the Library of Congress for the Senate Foreign Relations Commit-
tee concluded:

The Executive Branch apparently relies primarily on implied con-
stitutional powers of the President and statutes which it claims
afford a basis on which to justify the issuance of Executive Or-
der 10501, acknowledging that there is no specific statutory
authority for it. )

The Départment of State has referred with approval to the Report of the
(Wright) Commission on Government Security of 1957, which stated:

; : . While there is no specific statutory authority for such an order
! ' or Executive Order 10501, various statutes do afford a basis upon
which to justify the issuance of the order.

Among the statutes which have been cited as authority are (1) the Es-
pionage Act of 1917, (2) the National Security Act of 1947, concerning
the protection of intelligence sources and methods, (3) the Internal
Security Act of 1950, (4) the Atomic Energy Act of 1954, concerning in-
-formation on nuclear power, and (5) section 634(c) of the Foreign Assis-
tance Act of 1961, as amended, concerning information on foreign aid
programs.

The constitutional authority for establishing the classification sys-
tem is equally inferential. The Wright Commission report cites 3 specific
provisions of Article II: Section 1, "The executive power shall be vested
in a President of the United States of America"; Section 2, "The Presi-
dent shall be Commander in Chief of the Army and Navy of the United States";
and Section 3, "... he shall take care that the laws be faithfully execu-
ted." The Commission then concluded:

Presidential authority to appoint and remove executive officers
directly responsible to him, there is demonstrated the broad
Presidential supervisory and regulatory authority over the in-
4 ternal operations of the executive branch. . By issuing the pro-
per Executive or administrative order he exercises this power
‘ of direction and supervision over his subordinates in the dis-
charge of their duties. He thus "takes care'" that the laws are

\
|
\
|
|
, When these provisions are considered in light of the existing
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being faithfully executed by those acting in his behalf; and
in the instant case the pertinent laws would involve espionage,
sabotage, and related statutes, should such Presidential auth-
ority not be predicated upon statutory authority or direction.

Yet, the Commission did not conclude that these provisions place the secu-
rity classification system beyond the potential reach of the Congress. '
Instead, again according to the Commission report,

It is concluded, therefore, that in the absence of any law to the
contrary, there is an adequate constitutional and statutory basis
upon which to predicate the Presidential authorlty to 1ssue Execu-
tive Order 10501. (emphasis added)

In light of this discussion,'the following conclusions emerge:

1. The securlty c1a551f1cat10n system is establlshed by executive
order, not by statute.

2. There is no explicit statutory basis for such an executive order.

3. There are both statutory and constitutional prov151ons from which
the authority for such an order may be inferred.

4. The classification system established by executive order could
be superseded by statute.

Criteria for classification

The present classification system has been criticized on the grounds

. that it permits excessive classification and that it permits documents to

remain classified for longer than security requires. The Committee may
therefore wish to recommend that the present system be replaced by a new

_system, established by statute, which will be less susceptlble to these

weaknesses.

Executive Order 11652 established three securityvclassification'cate—
gories, as follows:

(A) "Top Secret." "Top Secret" refers to that national security
information or material which requires the highest degree of pro-
tection. The test for assigning "Top Secret" classification shall
be whether its unauthorized disclosure could reasonably be expected
to cause exceptionally grave damage to the national security. Ex-
amples of "exceptionally grave damage" include armed hostilities
against the United States or its allies; disruption of foreign
relations vitally affecting the national security; the compromise
of vital national defense plans or complex cryptologic and communi-
cations intelligence systems; the revelation of sensitive intel-
ligence operations; . and the disclosure of scientific or techno-
logical developments vital to national security. This classifica-
tion shall be used with the utmost restraint. '

Annragved Ear Release 2016 4 - A-RDP91_0US66ROGUSO0020011]-
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(B) "Secret."  '"Secret'" refers to that national security informa-
tion or material which requires a substantial degree of protection.
The test for assigning ""Secret" classification shall be.whether
its unauthorized disclosure could reasonably be expected to cause
serious damage to the national security. Examples of '"serious
damage" include disruption of foreign relations significantly af-
fecting the national security; significant 1mpa1rment of a pro-
gram or policy directly related to the national securlty, revel-
ation of significant military plans or intelligence operations;
and compromise of significant scientific or technological develop~
ments relating to national security. The classification "Secret"
.shall be sparingly used.

(C) "Confidential." ‘''Confidential" refers to that national secu-
rity . information or material which requires protection. The test
for assigning "Confidential" classification shall be whether its
-unauthorized disclosure could reasonably be expected to cause
damage to the national security.

As this Commlttee well knows, these categorles have been supplemented by

limitations on the distribution of classified information, culminating in
-the intricate compartmentatlon system developed by the 1ntelllgence com~

munity. '

If the present classification system permits excessive classification,
one reason may be that the above criteria for classification are too broad
or vague. The Committee may wish to consider these three definitions to
determine if they sanction the classification of categories of documents
which should not be classified. If so, the Committee may recommend that
the terms be redefined, either by statute or executive order. (for one
such attempt, see Sec. 3 of H.R. 8591, attached as Appendix 3) If the
Committee takes this position, it might also be advisable for it to in-
dicate how the definitions should be reformulated to be more prec1se and
limiting. This may not prove to be an easy task.-

Authority to classify

- Alternatively, the Committee may conclude that the problem lies less
in the criteria for classification than in the application of these cri-
teria in specific instances.

Executlve Order 11952 states in Section 2 that "(t)he authority to
originally classify information or material under this order shall be re-
stricted solely to those offices within the executive branch which are
concerned with matters of national security, and shall be limited to the
minimum number absolutely required for efficient administation."

According to the 1974 Annual Progress Report of the Interagency Clas-
sification Review Committee, 17,364 officials were authorized to classify
documents, as of December, 1973. The Report notes that more than 59,000
officials had such authorlty under Executive Order 10501, and that a 71%
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reduction in the number of authorized classifiers had been achieved since

E.0. 11652 became effective on 1 June 1972. However impressive this re-
duction may be, the Committee might consider whether the remaining total
of more than 17,000 is consistent with the order's stricture that the
number "shall be limited to the minimum number absolutely required for
efficient administration."

The Committee may recommend, therefore, a further restriction on the
number of officials authorized to classify documents--to be implemented
either by statute or executive order. For example, the Committee might
recommend that the authority to classify be limited to:

1. a fixed number or percentage of the officials in each agency
or department responsible for security information; or

2. only those officials occupylng certain specified grades or
types of positions in each such agency; or :

3. only a board or offlce established within each agency solely
for that purpose.

Alternatively, the Committee may conclude that such a recommendation
would be impractical or ineffective for one of the following reasons:

1. Documents which are classified because their disclosure would be
‘embarrassing--rather than damaging to the national security--would
probably continue to be classified if the authority to classify re-
mains vested in senior officials most sensitive to the reputation of
a specific official, agency, or administration.

2. The need to classify a document is often determined by the sources

of information it contains, and the originating official is in the
best position to know the sources on which he draws and their sensi-
tivity. Supervisory and administrative officials would therefore be
less qualified to make c1a531f1cat10n dec131ons than their more
numberous subordinates.

3. If the number of authorized offiéials'were more strictly limited,

it is easy to imagine that, as a matter of asserted bureaucratic
necessity, classification decisions would generally be based on the

"recommendations'" of subordinates or officials close to the document's
source, In practice, then, such a restriction could be circumvented,

and the more severe the restriction, the greater the incentive for
circumventing it.

Penalties

As:a_third,”and related; matter, the Committee may consider the in-
centives which probably influence officials authorized to classify docu-
ments. Section 4 of E.O. 11652 states that:

Approved Far Release 2006 4 - A-RDPSY1-00966RO00S00020011-
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Each person possessing classifying authority shall be held ac-
countable for the propriety of the classifications attributed to
him. Both unnecessary classification and over-classification
shall be avoided. Classification shall be solely on the basis

of national security considerations. In no case shall information
be classified in order to conceal inefficiency or administrative
error, to prevent embarrassment to a person or Department, to
restrain competition or independent injtiative, or to prevent for
any other reason the release of information which does not require
protection in the interest of national security.... (emphasis
added)

However laudable this provision may be, it recognizes that the incentives
confronting classifiers encourage them to over-classify, rather than under-
classify. By classifying a document, an official can avoid embarrassment,
conceal inefficiency or error, or preserve a privileged position. In ad-
dition, under the Espionage Act, there are criminal penalties for the
public disclosure of information damaging to national security.

The Committee may therefore consider suggesting that administrative
or criminal penalties be attached to unwarranted classifications. If

~such penalties are to be imposed however, it is essential that the clas-

sification criteria be specific enough for the guidance of the officials
who must apply them. If the criteria are, and of necessity must be,
vague and general, the Committee must ask if officials can fairly be
held criminally or administratively liable for their caution.

Procedures for declassification

Changing the criteria for classification, limiting the number of of-

- ficials authorized to classify, and imposing penalties for unnecessary

classification are all proposals to restrict the number and kind of docu-
ments which are classified in the first place. Should the Committee
conclude that such proposals would be impractical or ineffective, it

may also or instead consider proposals to limit the effects of over-
classification by improving the procedures for declassification and pub-
lic release. ' : :

E.0. 11652 provides that information classified "Top Secret"” or
"Secret" is to be down-graded to the next lower category at two year
intervals, and then declassified after being classified "Confidential"
for an additional six years. However, Section 5(b) of the Order also
provides for exemptions from the General Declassification Schedule,
noting that "(t)he use of the exemption authority shall be kept to the
absolute minimum consistent with national security requirements and

- shall be restricted to the following categories:

(1) Classified information or material furnished by foreign
governments or international organizations and held by the
United States on the understanding that it be kept in confi-
dence. :

»
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(2) Classified information or material specifically covered by
statute, or pertaining to cryptography, or disclosing intelli-
gence sources or methods.

(3) Classified information or material disclosing a system, plan,
installation, project or specific foreign relations matter the
continuing protection of which is essential to the national secu-

rity.

(4) Classified 1nformat10n or materlal the disclosure of which
would place a,person in immediate jeopardy." 1

The Committee is already familiar with intelligence agencies' inter-
pretaions of "intelligence sources or methods." The third exemption,
concerning "specific foreign relations matter ... essential to the na-
tional security,'" is broad enough to justify almost any exemption,
despite the Order s requ1rement that they "be kept to the absolute
minimum.'

Therefore, the process of downgrading and eventual declassification
is far from automatic. Further, the incentives which encourage excessive
classification also serve to discourage declassification.

i
In a 1957 report, the HousejGovernment Operations Committee noted:

Although an official faces disciplinary action for the failure to
classify information which should be secret, no instance has been
found of an official being disciplined for classifying material
which should have been made public. The tendency to "play it safe"
“and use the secrecy stamp has, therefore, been virtually inevitable.

A 1972 study by the same committee indicated that not one of the 2,505
reported administrative penalties for violations of security classifica-
tion regulations was for over-classification. As discussed earlier,
~one possible remedy would be to increase or enforce penalties attached
to unjustified classification, but

Classification is based upon a determination of risk, whereas
declassification is based upon the harder determlnatlon of no
risk.

De facto declassification will occur when the incentives change,
especially when executive officials conclude that public disclosure of
classified information would serve some personal or organizational in-
terest. ''Leaks" have become a major source of public knowledge about
security matters, but they can just as easily contribute to public mis-
understanding as to understanding of executive branch policies and in-
tentions.

There is provision in Section 5(c) of the Executive Order for manda-
tory review of exempted material:

:
'

. ‘
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All classified information and material originated after the effec-
tive date of this order which is exempted under (B) above from the
General Declassification Schedule shall be subject to a classifica-
tion review by the originating Department at any time after the
expiration of ten years from the date of origin provided:

(1 A Departmeﬁ% or member of the public requests a review;

(2) The request describes the record with sufficient particu-
larity to enable the Department to identify it; and

(3) The record can be obtained with ~-only a reasonable amount
of effort. - :

This review is to be conducted by the originating department, either
at its own initiative or at the request of an individual or agency which
must first know that the document exists. The Committee may conclude,
therefore, that such a procedure is unlikely to result in the release of
documents which would not reflect credit on government policy, performance,
or personnel. '

.Aﬁthority to declassify

. With this possibility in mind, proposals were made to provide for a
review of classification and declassification practices by a body inde-
pendent of the originating agencies. Such recommendations were made in
1956 by the Coolidge Committee on Classified Information, in 1957 by the
Wright Commission on Government Security, and by members of Congress,

including Representative Hebert and Senator Roth. (see Appendix 4)

Perhaps in response, the Interagency Classification Review Committee

‘was established in 1972 by National Security Council Directive to "(a)

prevent overclassification, (b) ensure prompt declassification in accord
with the provisions of the Order (Executive Order 11652), (c¢) facilitate
access to declassified material, and (d) eliminate unauthorized disclo-
sure of classified information." As noted earlier, there has been a
major reduction in the number of officials authorized to classify docu- .

" ments since the Committee's creation, although the Committee's indepen-

dent impact is unknown.

Whatever its effect on classification procedures and policies, the
Committee is not authorized to declassify documents on its own authority.
Various other proposals have been made to create an independent review
board or commission which would have such power. For example, the 1971
Library of Congress study refers to a proposal by Senator Muskie for a
seven man board, composed of one member from government, one from the
press, and five from the public, all with non-renewable terms. The in-
tent of such proposals is to place declassification authority in the
hands of individuals who will not be influenced by either personal or
organizational interests..
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Such a commission could be required to review the classification of
any document upon request by the Congress or the public, or to review the

" classification of all documents periodically. Alternatively, the Com-

mittee could recommend that all documents be declassified automatically
after a specified number of years, unless the review board or commission
determines that a partlcular document should remain classified. The
burden of proof would thereby be shifted onto those who advocate con-
tinued secrecy. ’

In opposition, it may be argued that mistaken decisions to declas-
sify information could have grave consequences, and that such decisions
should not be delegated to any body not directly accountable to one of
‘the coordinate branches of government. The Freedom of Information Act
amendments of 1974 provide for in camera judicial review of individual
documents to determine if they are properly classified and therefore ex-~
empted from disclosure, as provided in 5 U.S.C. 552(b)(1). Such review,
however, is necessarily slow and on a case by case basis.

The Committee may conclude, then, that (1) executive review has
proven ineffective, (2) judicial review will be inapplicable, except in
.individual cases, and (3) review by an independent body would be inap-

. propriate. It may recommend, therefore, that the Congress itself be-

come the primary agency for review and release of classified information,
perhaps by incorporating this responsibility into the mandate of the
committee(s) charged with intelligence oversight, or oversight of each
classifying agency. (see, for example, Section 3(b) of H.J.Res. 1131,
attached as Appendix 5)

Judging from this Committee's experience, however, such a proposal
is certain to arouse strong opposition from the President and the execu-
tive agencies concerned. The authority to review classifications is the
authority to publicly release national security information, and--as
will be discussed in a later section--neither the legislative nor the
executive branch will be fully comfortable with an arrangement which

. leaves the authority solely in the hands of the other.

The Committee may decide, therefore, that a comprehensive reform of
the security classification system is difficult to design and unlikely
to occur, and that the needs of the Congress and the public can best be
served by Congressional assertions of its right to and need for infor-
mation, as the need arises.

Summary of alternative recommendations

Among the recommendations which the Committee may consider are the
follow1ng :

1. that the executive order be revised to provide more precise and
limited classification criteria and categories;

2. that the Congress create a revised classification system by
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statute which would include more precise and limited classification
criteria and categories;

3. that there be a further limitation (either by statute or execu-
tive order) on the number of executive officials authorized to clas-
sify documents; :

4. that the administrative penalties for over~classification be
increased or enforced more stringently;

5. that the Congress enact criminal penalties for unwarranted clas—
sification;

6. that an independent board or commission be empowered to declas-
sify individual documents on request or to act on agency requests
that individual documents remain classified beyond the time limits
of the General Declassification Schedule; :

7. that a committee or committees of the Congress be authorized to
declassify or sanction the continued classification of individual
documents, in addition to studying and making recommendations about
the general management of security information.

-RDP91- 000800020011-1
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Withholding of Security Information from Congress

The authority of the Congress, and its properly authorized committees
acting as its agent, to obtain information is generally accepted as a nec-
essary adjunct to its legislative authority. Otherwise, the Congress would
be left with the constitutional responsibility to legislate, but without
the means to do so wisely.

Therefore, there must be a presumption in favor of a Congressional de-
mand for information unless one of three possible conditions holds:

1. The demand is not plausibly related to an exercise of the
Congress' explicit constitutional authority to legislate.

2. The Congress has enacted a statute.by which it denies to
itself the authority to demand information for some purposes, or
of some kinds, or under some circumstances.

3. There is a countervailing constitutional authority on
which is based a refusal to meet a Congressional demand for infor-
mation.

In the absence of one or more of these three conditions, no defense
can stand against a Congressional demand for information, without regard
to the wisdom of the demand.. The President may argue that information
(in this case, secwity information) should be withheld from the Congress
because there is a probability that the Congress would release any such
information it received, with consequent damage to the nation's security.

Or the Secretary of State may argue that information should be withheld

from the Congress (in this case, a memorandum concerning the Cyprus cri-
sis) because providing it would seriously demoralize and undermlne the
Foreign Serv1ce and American diplomacy generally.

Both of these arguments are essentially the same: that it is unwise
for Congress to demand the information in question. But no matter how
right or wrong the President or the Secretary may be, this argument is
no basis for refusing a constitutional demand by the Congress, absent -
one of the three conditions above. Like any other citizen, Secretary
Kissinger is obligated to obey the law, including an action taken by the
Congress pursuant to its constitutional authority and responsibility. He
can either do his duty, however distasteful it may be, or he can violate
the law in the name of what he considers to be an overriding principle.

So it becomes necessary to ask if one of the three p0831b1e con-~
ditions holds as a basis for withholding a particular class of informa-.
tion--information affecting the national security--from the Congress.

Can it be argued generally that a Congre551onal demand for security
information cannot be derived from a constitutionally based power of the
Congress? No. The power to investigate has traditionally been recog-
nlzed as inherent in the power of Congress to legislate. The eminence,
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if not the pre-eminence, of the Congress in national security matters is
established by the constitutional power of the Congress to declare war,
provide for the common defense, and make rules governing the armed forces..
Further, the power of the purse extends to national security affairs as
well as domestic affairs. Finally, all the national security instruments:
of the government--including the Department of State, the Department of
Defense, and the CIA--are creatures of statute, established by Congress.
Whatever Congress can create, it can also direct. Therefore, there is
ample authority in the Congress on which can be grounded a Congressional
demand for security information. )

Can it be argued that this Committee's demands for security informa-
tion have been made in ways and fer purposes which are not constitutionally
protected extensions of the Congress' legislative authority? No. In-~
formation has been demanded in accordance with the rules of the Committee
which in turn has been specifically and duly authorized by the House to
make such demands. Further, the record of this Committee's activities
will not sustain the assertion that the information has been demanded
without any valid legislative purpose. The Committee has stated its in-
tention to make recommendations for legislation. This assertion must be
accepted in the absence of any compelling evidence to the contrary.

The first condition, therefore, does not appear to hold.

With régard to the second possible condition, is there any statute
by which the Congress has abrogated its authority to obtain security in-
formation as part of an investigation from which will flow legislative
recommendations? No. The security classification system is a set of _
administrative regulations, established by executive order, for the guid-
ance and direction of executive branch officials. The Congress has only
recognized the existence of this system by references to it in law. And
none of these references can reasonably be construed as an act of self-
denial by the Congress concerning any information so classified. As
Assistant Attorney General Robert Dixon has testified before the Senate
Government Operations Committee: "It should be noted that the fact of
classification itself does not constitute a sufficient basis for with-
holding information from a Committee of Congress."

In fact, the espionage statutes concerning disclosure of "informa-—
tion which, at the time of a violation of this section, is, for reasons
of national security, specifically designated by a United States Govern-—
ment Agency for limited or restricted dissemination or distribution,"
specifically provide that "(n)othing in this section shall prohibit the
furnishing, upon lawful demand, of information to any regularly constituted
committee of the Senate or House of Representatives of the United States
of America, or joint committee thereof." (see Appendix 6)

Also, the Freedom of Information Act, which exempts certain types
and classes of information from public disclosure, specifically states
that none of these exemptions (including exemption 1 concerning matters
"specifically required by Executive order to be kept secret in the interest
of the national defense or foreign policy") constitutes ."authority to
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withhold information from Congress." (see Appendix 7)

There is, then, no statutory basis for a claim that the Congress has
acted to deny to itself what it might otherwise obtain. Further, no sta-
tute imposing an affirmative obligation on an appointediofficial, in-
cluding the Secretary of State, is sufficient as a basiévfor refusing
security information to the Congress, because any such $tatute must give
way to a constitutionally protected authority of the Co?gress.

The second condition, therefore, does not appear t% hold.

i

Finally, and with regard to the third possible cbndition, can it be

.argued that there is a countervailing constitutional basis for withholding

security information from the Congress? For example, the constitutionally
protected rights to due process and against self-incrimination can, in
some circumstances, be sufficient protection against a Congressional de-
mand for information. But such rights are not at issue in the case of
security information, information which is produced or possessed by gov-
ernment officials in the course of their official duties.

What countervailing authority could then be cited? Cabinet officers
and other agency heads can make no such c¢laim to authority because they
have no constitutional standing. If the Secretary of State's job can
be abolished by the Congress, he icannot reasonably assert a constitution-
al authority against the Congress. :

So the countervailing authority, if it exists, must be pre31dent1a1
and it may take one of three possible forms.

First, the authority may be inherent in the President's constitu-
tional position as Commander-in~Chief. The assertion would be that, as
an exercise of this authority, the President can deny any information to
the Congress if he determines that such refusal would be in the interest
of national security.

Second, the authority may be inherent in the President's constitu-
tional responsibility '"to take care that the laws be faithfully executed."
The assertion would be that the President can withhold information from
the Congress on the grounds that providing it would permit excessive
Congressional interference with the execution of the laws.

" Third, the authority may be inherent in the coordinate constitutional
status of the presidency and the need for the presidency to function ef-
fectively. 1In this case, the assertion would be that providing informa-
tion to Congress would discourage or destroy the eonfidentiality of com-—
munication which the presidency requires.

With respect to a particular Congressional demand for information,
the President's position is obviously strengthened if he can assert more
than one of these countervailing authorities. WNote, for example, the
opinion of Chief Justice Burger in United States v. Nixon:
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The President's need for complete candor and objectivity from
advisors calls for great deference from the courts. However,
when the privilege depends solely on the broad, undifferentiated
claim of public interest in the confidentiality of such convar-
sations, a confrontation with other values arises. Absent claim
of need to protect military, diplomatic, or sensitive national
security secrets, we find it difficult to accept the argument
that even the very important interest in.confidentiality of
Presidential communications is significantly diminished by pro-
duction of such material for in camera inspection with all the

_ protection that a district court will be obliged to provide.

' (emphasis added) ‘

In light of the argument above, there are at least three possible
courses of action available to this Committee and the Congress.

First, the Committee and the Congress may assert its authority to
demand security information, arguing that its need to be informed must
outweigh any countervailing authority asserted by the President. 1If
such a demand is refused, the Congress may then seek a determination by
the Supreme Court. However, as the above quotation suggests, the Court, -
as presently constituted, is likely to place great weight on the Presi-
dent's need to protect national security secrets.

. s Second, the Committee may recommend that the Congress enact legis-

! lation to clarify and reassert its authority. To do so, however, might
be taken as a tacit admission that its constitutional authority is in-
adequate without specific statutory support. Further, such a bill would
likely be vetoed, perhaps with an invocation that it conflicts with
the President's constitutionally protected claim to executive privilege.
If such a veto were sustained by one-third plus one of either house, it
~could be interpreted as Congressional acceptance of executive privilege
and rejection of its own authority to demand security information, both
at the same time.

Third, the Committee may conclude that there is not likely to be a
definitive and permanent formula for balancing the competing constitu-
tional interests of the President and the Congress in each case that may ‘
arise. If the President will veto .and the Supreme Court will reject an o
unqualified assertion of the Congress' right to demand information, ‘
there may be no alternative but to treat the question as a political.
one-—depending in each case on the public credibility of each branch's
claim. Such a conclusion would preserve the likelihood of continuing
conflicts, but it would also encourage restraint. As one observer has
concluded, (see Appendix 8)

A situation 'so ambiguous and muddled cannot fail to distress the
tidy-minded constitutionalist. And yet there is every prospect
_ that it will continue for some time to come.... Perhaps this is’
‘ so because, on- the whole, a good case can be made out for the
proposition that the present imprecise situation is, in fact,
reasonably satisfactory. Neither the executive nor the Congress
is very sure of its rights, and both usually evince a tactful
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. disposition not to push the assertion of their rights to abu-
- sive extremes. O0f such is the system of checks and balances.
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Access to Security Information in the Possession of Congress

In principle, any member of the House may examine any records now in -
the possession of this or any other committee of the House.

’

House Rule XI(2)(e)(2) provides that:

All committee hearings, records, data, charts, and files shall
be kept separate and distinct from the congressional office
records of the Member serving as chairman of the committee;
and such records shall be the property of the House and all

Members of the House shall have access thereto. (emphasis
added)

This provision was originally enacted as Section 202(d) of the Legislative
Reorganization Act of 1946. Neither this rule nor the legislative history
of the Act suggests any distinction between such records generally and re-
cords which contain security information, whether or not so classified un-
der executive order. (see Appendix 9) ‘Presumably, this rule assures ac-

cess to all records that are subject to a committee's control, even if,

 for security reasons, they remain in the physical custody of an executlve

agency--e.g., the CIA. ‘
i

The fact that information in Congressional files'may be classified

“in itself poses no bar to access by members of the House. Members of Con-

gress are exempted from security clearance investigations as a matter of
courtesy and, even if they were not, the Congress could reasonably contend
that, as a coordinate branch of government, its members are not subject

to executive branch clearance requirements.

However clear the meaning of the House rule may seem to be, the
practice of the House's committees has been somewhat different. Most
notably, on 17 June 1975, the House Armed Services Committee voted.to

. deny Congressman Michael Harrington access to security information in

its files because of his previous violation of a pledge of secrecy made
to the Committee. At the same time, the Committee asked the House Com-
mittee on Standards of Official Conduct (Ethics) for its guidance as to
how such situations should be handled in the future. Both this request
and a charge made against Congressman Harrington by Congressman Robia
Beard are now pending before the Ethlcs Committee.

According to a Library of Congress study made earlier this year at
the request of Congressman Harrington, there have been no previous in-
stances in which a member of the House was refused access to committee
records. However, it appears that the inclination of House committees
is to informally discourage, if not refuse, access by non-committee
members to security information. This Committee's staff met with Mr.
George Murphy, Executive Director of the Joint Committee on Atomic En-
ergy, who stated that no request for access had been made since the Joint
Committee's creation almost 30 years ago. If such a request were to be
made, it would be directed to the chairman, the implication being that

JA-RDP91: GO966R00080002001 Fet e e -
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’ he might or might not agree to the request. e ofUS]_ng access,
Mr. Murphy suggested that the member might well be referre
| ' ‘ment or agency which had originated the document.

Similarly, when this Committee's staff contacted the staff of the
Defense Appropriations Subcommittee concerning its executive session
meetings on the CIA budget, we were informed that this Committee's mem-
bers could only have access to the Subcommittee's files with its approval.
Had Rule XI(2)(e)(2) been invoked, it is quite possible that access would
have been provided, but the posture of at least these two committees
apparently is to discourage access by non-committee members.

It is also the practice of the House for committees to establish
the terms and conditions under which its records may be examined. For
example, the Armed Services Committee has established rules '"to be fol-
lowed by members of Congress who wish to read classified information in
the committee files.'" (see Appendix 10) It was because of an alleged
violation of these rules--specifically, the prohibition against disclo-
sure to "any unauthorized person'--that Congressman Harrington was denied
access on a subsequent occasion. ' '

‘Similarly, the statute creatlng the Joint Commlttee on Atomic Energy
(see Appendix 11) provides that:

' All committee records, data, charts, and files shall be the
property of the Joint Committee and shall be kept in the of-
fices of the Joint Committee or other places as the Joint Com-
mittee may direct under such security safeguards as the Joint
Committee shall determlne in the interest of the common defense
and securlty s :

o, Presumably, however&eany condltions on access must not intrude on the con- .

wﬁ% stitutional powers and prerogatives of the members of the House.

L o
% A Pae . T

As indicated-earlier, the question of access has only recently be-
come a matter of controversy. Yet the Harrington case suggests that a
more active Congressional role in intelligence oversight may well stimu-
late requests for information by members who do not serve on the approp-
- riate committee(s). Further, the willingness of intelligence agencies
to prov1de the Congress with security information will undoubtedly be
“influenced by the number of members who might have access to it.

Despite this p0331b111ty, thls Committee may conclude that Rule XI
(2) (e) (2) should not be amended. On the basis of this Committee's ex-
perience, the members may decide that the House rules should not be
changed in anticipation of a problem that may rarely, if ever, arise,
and that the committee(s) charged with future oversight of the intelli-~
gence community should adopt the same unofficial policy of discouraging
access that has existed without previously arousing controversy.

Alternatively, the Committee may recommend that the House rules be
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amended to prov1de that members shall have access to securlty information
in a committee's files only upon majority vote of the committee. Such a

requirement would serve two purposes:

1. the member requesting access would have to provide some reason
for wishing access; and
2. having obtained access, the member would be discouraged from

making any unauthorized disclosures because his interest in the in-
formation would be well known to the committee.

Further, the Committee may recommend that the House rulés be clarified as

"to the authority of a committee to set reasonable terms and conditions on

access to its flles.

Instead of or in addition to this modification of the rules, the
Committee may consider whether members of the House should be subject to

. some security clearance procedure before being eligible for access to

security information. However, it is difficult to conceive that the House
could refuse access to any member on the basis of a questionable or ad-
verse report without arousing a storm of protest. Further, a clearance

.requirement would not preclude the possibility that a member, with the

best of intentions, might disclose security information which he or she

believes the public has a right to know. This possibility would be par-
ticularly strong in the case of information on intelligence activities,

on the propriety of which the members of the House have strong and often
conflicting opinions. Much of the information dn the files of the JCAE

would be both difficult to understand and of little public interest.

The same is not true of the information now being held by this Committee
or of information concerning intelligence generally.

A
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Release o Security Information by Congressional Committees

As discussed above, the security classification system was established
- by executive order of the President, not by statute. As such, the system’
constitutes a set of administrative regulations issued for the guidance
and direction of executive branch officials. The penalties imposed for
violations are administrative sanctions; e.g., Executive Order 11652
states:

Sec. 13 (B) .The head of each Department is directed to take
prompt and stringent administrative action against any officer
or employee of the United States, at any level of employment,
determined to have been responsible for any release or dis-
closure of national security information or material in -a man-
ner not authorized by or under this order or a directive of the
President issued through the National Security Council.

The Order makes no reference to the Congress. There is no indication in
the Order that the Congress is to be bound by the classification system,
nor could it be bound as a coordinate branch of government.

There are no provisions in law or in the rules of the House concerning
public release of security information by a commlttee or subcommittee, or
by an individual member of Congress.

During the 92nd Congress, for example, Press Secretary Ron Ziegler
commented that top secret documents were being provided to Congress "sub-
ject to existing congressional rules and regulations covering the handling
of classified material.”" In response to a request by Congressman Moss,
‘the staff of the House Government Operations Committee reported that:

We find that there are no specific rules or regulations dealing
with such sensitive materials that have been incorporated into
the House rules.... This is not to say that some individual
committees do not have informal practices to govern their hand-
ling of such material, such as requiring appropriate security
clearances for staff, approved lock safes for classified docu-
‘ments, and other similar procedures patterned after executive

- branch regulations. However, these procedures are quite differ-
ent than those referred to by Presidential Press Secretary Zieg-
ler in hls statement, apparently misconstruing just what con-

" stitutes "rules or regulations" of the Congress in this connec-
tion. :

When this Committee, by majority vote, released information classified
under executive order, it took an action for which no precedent has been
found. The Committee subsequently determined that it would make no further
disclosures over the specific objections of the President. At the same
time, however, the Committee made clear that it might recommend alternative
procedures- for consideration by the House.
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Whatever policy or procedure the House may adopt, release of security
1nformat10n by a Congressional committee would be protected from judicial
intervention. In 1936, the District Court for the District of Columbia
held that: '

The Constitution has-lodged the legislative power exclusively
in the Congress. If a court could say to the Congress that it
could use or could not use information in its possession, the
independence of the Legislature would be destroyed and the con-
stitutional separation of the powers of government invaded....

In 1936, the same court held, according to the Library of Congress, that
"nothing in the Constitution authorizes anyone to prevent the President,
the Supreme Court, or the Congress from publishing any statement of its
choice." ' ,

Further, the "Speech or Debate" clause of the Constitution would
immunize the members of a committee as individuals. In light of the
Supreme Court's decision in Gravel v. United States, a special Senate
committee concluded:

It would appear, therefore, that the proceedings of any committee
~"with respect to a classified document in its possession will not
be questioned for purposes of assessing "regularity" under the
Speech and Debate Clause at least where (1) the committee itself
is authorized, or (2) the subject matter of the classified docu-
ment or perhaps the document itself is an issue within the .con-
stitutional purview of Congress, or (3) the rights of individuals

are not threatened by the committee's proceedings.

In the absence of established procedures or rules, committees of Con-
gress have relied on negotiation to persuade executive branch officials to
declassify information and executive session testimony. The procedures to.
which this Committee has agreed are essentially a formalization of this
process, with executive officials being provided with an opportunity to
present their reasons for maintaining secrecy and with the final decision
left to the President, if he chooses to intervene. The Committee may
recommend that these procedures be adopted as the permanent practice of
the House.

Alternatively, the Committee may recommend a procedure by which the
House or one of its committees may release security information, even over
the objections of the originating agency and the President. Among the
possible arrangements are the following: :

‘1. " The House may grant some or all of its committees the authority
to release security information at its own discretion, by vote of a
simple or extraordinary majority. The committees may or may not be
allowed to delegate this authority to their subcommittees.

2. The House may create a special panel, composed perhaps of mem—
bers of the various committees dealing with foreign policy and de-
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. fense matters. This panel would be authorized to release information
on the recomnendation of a committee of the House.

3. Decisions on disclosure may be submitted by a committee to the ol
party leaders of the House for their unanimous approval. '
L. Decisions on disclosure may be left to a vote of the entire House, -
taken in executive session, upon recommendation of|a committee of the

House. :

Whatever the procedure, the executive branch will almost certainly
‘oppose any arrangement which permits the Congress to disclose security in-
formation over the objections of the President. Requiring that a commit-— -
tee's decision by approved by a special panel, by the party leaders, or
by the entire House is unlikely to eliminate presidential objections.
Providing for some review, hoever, would undermine fears of arbitrary and
jll-considered actions by a handful of members who happen to constitute
a majority of a House committee at some moment.
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Disclosure of Security Information by Members of Congress

In its final report, the House Select Committee on Committees (the
Bolling Committee) concluded that "if the highest officials of the execu-
tive branch who collect, interpret, and control sensitive information be-
lieve that sharing it with Congress will lead to its public disclosure,
they will not make it available, even when committees go into executive
session to receive such information." (see Appendix 12)

The manner in which the Congress manages security information, there-

- fore, is important both for the security of national secrets and for the

ability of the Congress to obtain the willing cooperation of the executive
agencies with national security responsibilities. The disclosures asso-
ciated with Senator Gravel and Representative Harrington suggest that

this Committee may wish to make recommendations for procedures which may
be followed by members of Congress who believe that public disclosure of
specific security information would be in the national interest.

House Rule XI(2)(k)(7), adopted during the 84th Congress, provides

No evidence or testimony taken in executive session may be re-.
leased or used in public sessions without the consent of the
committee. :

This provision has been interpreted to cover all security information in
a committee's possession, whether or not obtained during a formal commit-
tee meeting or hearing. If a member of the House, therefore, obtains
security information from a committee's files, he may not release it with-
out the committee's consent. As already noted, the rules of the House
Armed Services Committee specifically provide that members may read its
classified files only after signing a pledge that what they learn "will
not be divulged to any unauthorized person in any way, form, shape or
manner.'  (see Appendix 10)

If a committee refuses to release information which a member believes

the public should have, he is left with three unenviable choices: (1) he
may remain silent, (2) he may request that the originating agency declas-
sify the information--an unlikely prospect, or (3) he may release the
information unilaterally, under the protection of the 'Speech or Debate"
clause, which provides that members ''shall not be questioned in any other
place" for any speech or debate in either house. However, the third
course of action does leave a Senator subject to Senate Rule 36.4, which
states that: o :

Any Senator or officer of the Senate who shall disclose the
secret or confidential business or proceedings of the Senate
shall be liable, if a Senator, to suffer expulsion from the
body; and if an officer, to dismissal from the service of
the Senate, and to punishment for contempt.

There is no comparable rule of the House.
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With regard to security information in a committee's files, requiring
the committee's consent before the information can be released reduces the
"likelihood of damaging disclosures. However, the Committee may decide
that the House rules are now too restrictive in that there is no appeal
procedure, should a member and the committee disagree. Alternatively, the
Committee may conclude that the committee controlling the information is
the best judge of the need for keeping it secret, and that no appeal be-
yond the committee is necessary. '

There are at least three appellate bodies which this Committee might

- recommend: (1) a special panel of House members created for this purpose,
(2) the party leadership of the House, or (3) the House as a whole. (see
Appendix 13) For example, the Bolling Committee suggested (but did not
officially recommend) that a special committee on intelligence be com-
prised of the intelligence subcommittees of the Committees on Appropria-
tions, Armed Services, and International Relations. (see Appendix 12)

If a member and a majority of a standing committee believe that a document’
should be released, it would be referred to this special committee for

its concurrence. Note that the issue would not reach the special com-
mittee without the prior approval of the standing committee in whose files
the document rests. This Committee could recommend instead that such a
special committee should be created and that a member can request it to
approve the release of a document without the prior consent of the standing
comnittee.

According to the Bolling Committee plan, if the special committee
agrees that the document should be released, it would then be submitted
to the Speaker and Minority Leader for their agreement. If the special
committee disagrees with the standing committee, or if the party leaders
disagree with both the special committee and the standing committee, then
- the question would be considered by the full House in closed session.

As this proposal indicates, an appellate system can become quite
complex, with several layers of review, up to and including the full
-House. But the Bolling Committee plan begins with the requirement that
the member seeking release of a document first obtain the approval of
the standing committee with custody of it. The more difficult situation
arises when the committee withholds its consent. This Committee may
recommend that, in such cases, the member may appeal to a special com-
mittee and/or the party leadership for a reversal of the committee's
decision. It may provide further that if an appellate body disagrees
with the committee, the final decision would be left to the House. How-
ever, the Committee will appreciate that reversing the standing committee's
decision would probably be construed as a vote of no confidence in the
committee and its expert judgment, and that it would be extraordinarily
difficult to submit such a question to the full House with any real hope
of preserving secrecy.

The rules of the House are silent with respect to security infor-
mation obtained by a member of Congress from a source other than a Con-
gressional committee.  With regard to public disclosure of security in-
formation in such a case, the same kind of options are available. The
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Committee may reccmmend that such information should be released at the
member's own discretion or only with the approval of (1) the standing
committee with jurisdiction, and/or (2) a special committee, and/or (3)

the party leadership. The same review systems could be devised, but the

situation would be less delicate in that it would not necessarily in-
volve an initial conflict between a member and a committee.

However complicated the possible combinations of appeals, the under-
lying questions are simple, but difficult. Should there be a procedure
by which an individual member, wishing to release infordation, can appeal
the decision of a committee, wishing to keep it secret?' If so, would not
any appellate body almost invariably sustain the committee's decision and
leave the member no alternative but to remain silent or to release the
information under the protection of his constitutional immunity? What-
ever the source of the information in question (whether from a committee
or another source), the judgment of any committee, special or standing,
is unlikely to be reversed on appeal. The tradition of the House is to
give considerable deference to the judgment of its committees, especially
on matters involving national security policy. This may be reasonable
and desirable, but it also suggests the difficulty of establishing an
appellate body which will not be perceived by the members to be naturally

biased in favor of the committee's position.

Under these circumstances, the Committee must reckon with the real
possibility that a member may decide to release security information even
over the objections of a standing committee and/or whatever review mech-
anism may be established. Such an action could readily be taken in a
manner which would be protected under the "Speech or Debate'" clause. As
the Supreme Court concluded in the Gravel case, '

The Speech or Debate Clause was designed to assure a co-equal
"branch of the government wide freedom of speech, debate, and
deliberation without intimidation or threats from the Executive

Branch. It thus protects Members against prosecutions that

directly impinge upon or threaten the legislative process.

Therefore, if a member discloses security information in any manner or
forum which can reasonably be construed as part of his legislative duties,
he would be immune from prosecution. (see Appendix 14)

The member, however, would be subject to disciplinary action by the
House or Senate under House Rule'XI(Z)(k)(7)'or Senate Rule 36.4 (in the
case of information obtained from a committee) or generally under the
constitutional provision that "Each House may determine the Rules of its
Proceedings, punish its Members for disorderly Behavior, and, with the
Concurrence of two thirds, expel a Member' (Article T, Section 5, Clause
ii). In In re Chapman (1896), the Supreme Court decided that "(t)he
right to expel extends to all cases where the offense is such as in the
judgment'of the Senate is inconsistent with the trust and duty of a mem—
ber." Presumably, the House has the same discretion, which may result
in expulsion or less severe penalties, including censure (so long as
the punishment does not impinge on a constituency's right to equal rep-
resentation). ’
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The history of the House indicates, however, that the House will not
censure its members lightly. Only 18 members of the House have ever been

' censured, and only two members of either house have been censured for un-

authorized release of confidential information--Senator Pickering in 1811
and Senator Tappin-in 1844. (see Appendix 15) In 1941, Senator Burton
K. Wheeler revealed the Navy's occupation of Iceland while the operation
was still in progress, buf the Senate took no action in that case or in
the more recent case of Senator Gravel. (see Appendix 16)

There are other disciplinary actions available to the House, short
of censure or expulsion, but it is difficult to devise a penalty which
would be appropriate to the offense. Imposing a fine on a member or de-

priving him of his seniority would be unrelated to the substance of the

rule he violated; depriving him of further access to information or of

" his right to vote in committee or on the floor would deprive his con-

stituents of their right to equal representation in Congress.

Whatever the reticence of the House to discipline its members, there
is precedent for such action. As a warning and admonition, the Committee
may recommend that the rules of the House be amended to state specifically
that unauthorized disclosure of security information by an individual
member may be grounds for censure, expulsion, or whatever other action
the House deems appropriate. If the Committee makes such a recommendation,
it should also consider whether the nature of the information in question,
and the circumstances surrounding its disclosure, should be available as
an acceptable defense. '

i
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5795 TITLE 18.—CRIMES AND CRIMINAL PROCEZDURE

‘The consplracy proviston of sald section 34 was also In-
corporated In section 2388 of this title.
Minor changes were made {n phraseology.
’ ~ AMENDMENTS .
1934—Act Sept. 3, 1954, {ncreased the penalty for peace-

- time esplonage and corrected a deflclency on the sentenc-

ing authority by increasing penzuty to death or imprison-

ment for any term of years.

TEMPORARY EXTZNSION OoF WaRr Pzrioo

Temporary extenslon of war period, see section 798 of
this title.

Section 7 of act June 30, 1933, ch. 175, 67 Stat. 133,
repealed Joint Res. July 3, 1952, ch. 570. §1 (a) (29), 68

- Btat. 333; Joint Res. Mar, 31, 1933, ch. 13, § 1, 67 Stat. 18,

which had provided that this section should continue in
force until s!x months after the termination of the Na-
ttonal emergency proclalmed by 1950 Proc. No. 2914 which
is set out as a note preceding section 1 of Appendix to
Title 50, War and Nattonal Defense.

Section 6 of Jolnt Res. July 3, 1952, repealed Jolnt Res.
Apr. 14, 1952, ch. 204, 66 Stat. 54, as amended by Joint Res.
May 28, 1952, ch. 339, 66 Stat. 96. Intermed!ate extenslons
by Joint Res. June 14, 1952, ch. 437, 65 Stat. 137, and
Joint Res. June 30, 1952, ch. 528, €6 Stat. 286, which con-
tinued provistons until July 3, 1952, expired by thelr own
terms.

INDICTMENT FOR VIOLATING THIS SECTION; LIMITATION
Pertop . -

' Limitation perlod in connection with tndictments for
vlolating thils section, see note under section 792 of this
title.

CanaL ZoNe
Applicabllity of sectlon to Canal Zone, see sectlon 14
of this title. .
Cross REFERENCES
Classified informatlon, disclosure by Government ofil-
clal or other person, penalty for, see section 783 (b), (d)

of Title 50, War and Natlonal Defense and sectlon 758

of this title.

Consplracy to commlt offense generally, see section
371 of this title.

Federal retirement benefits, forfelture upon conviction
of offenses described under thls section, see section 8312
of Title 5, Government Organization and Employees.

Fortelture of veterans' benefits upon conviction under

this sectlon, see section 3505 of Title 38, Veterans’ Benefits -

Jurisdiction of offenses, see section 3241 of thls title.
Letters, writings, etc., in violation of this section as
nonmaﬂable. see gsectlon 1717 of this title.

»-. Nonmallable letters and writings, see secuon 1717 of

this title.

StcTION REFERRED TO IN OTHER SECTIONS

This section is referred to In sectlons 14, 798, 1717 of
this title; title 5 section 8312; title 8 section 1251; title 38
sectlon 3505; title 50 section 825,

§795. Photocrraphmg and sketching defense installa-
tions.
(a) Whenever, in the interests of national de-
fense, the President defines certain vital military
and naval Installations or equipment as requiring

protection against the general dissemination of in-.

formation relative thereto, it shall be unlawful to
maxe any photograph, sketch, picture, drawing, map,
or graphical representation of such vital military
and naval Installations or equipment without first
obtaining permission of the commanding officer of
the military or naval post, camp, or station, or naval
vessels, military and naval aircraft, and any separate
military or naval command concerned, or higher
authority, and promptly submitting the product ob-
tained to such commanding oficer or higher author-
ity for censorship or such other action as he may
deem necessary.

Appéridix' 1 -
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(b) Whoever violates this section shall be fined
not more than $1,000 or imprisoned not more than
one year, or both. (June 25, 1948, ch. 643, 62 Stat,
737.)

LrcistaTTve HisTORY
Reviser’s Note.—Based on sectlons 45 and 43¢ of =ve
50, U. S. C., 1940 ed.. War and National Defense (Jan, 13,
1938, ch. 2, §§ 1, 4, 52 Stat. 3, 4).
Section consoildated sections 45 and 35¢ of ut.o 50,
U. S. C., 1840 ed., WWar and National Delense.
Minor changes were made {n phraseology.

CanaL Zonx )
Applicability of sectlon to Canal Zone, see seciicn ls o
this title. : .
Ex. Ozp. No. 10104. DrFINTIIONS OF VITAL MIrrazy .\Sm
NAVAL INSTALLATIONS AND EQUIPMZNT

Ex. Ord. No. 10104, Feb. 1, 1930, 15 F. R. §97, provided:
Now, therefore, by wirtue of the authority vested n me

" by the foregolng statutory provisions, and in the Interests -

of rational defense, I hereby define the foilowing as vizal
mtlitary and naval lnstallatlons or equipment requiring
protection agalnst the general dissemination of inlcrma.
tton relative thereto:

1. All military, naval, or air-force installations and
equipment which are now classified, destgnated, or arked
under the authority .or at the direction of the Presidarnt,
the Secretary of Defense, the Secretary of the Army. the
Secretary of the Navy, or the Secretary of the Alr Force as
*top secret’”, “secret’”, *“comnfidentlal”, or “reswicied,
and =all mlilitary, raval, or alr-force installations and
equlpment which may hereafter be so classified, desig-
nated, or marked with the approval or at the direction of
the Presldent, and located within:

(a) Any military, naval, or alr-force reservation, pess,
arsenal, proving ground, range, mine field, camp, base,
sirfield, fort, yard, statlon, distrlet, or area.

(b) Any defensive sea area heretofore establisbed by
Executive order and not subsequently discontinued by
Executlve order, and any defensive sea area hereafter
establlished under authority of sectlon 2152 of title 18
of the Unlited States Code.

(c) Any alrspace reservatlon heretofore or hereafter .

established under authority of section 4 of the Alr Cora-

merce Act of 1926 (44 Stat. 570; 49 U. S. C. 174) except

the airspace reservation established by Executive O‘rﬂer

No. 10092 of December 17, 1949.
(d) Any naval harbor closed to forelgn vessels.
(e) Any area required for fleet purposes.

(1) Any commercial establishment engaged in the de- -
- velopment or manufacture cf classified military or naval

arms, munitlons, equipment, designs, ships, alrcraft, or
vessels for the Unlted States Army, Navy, or Alr Force.
2. All military, naval, or alr-force alrcraft, weapocos, am-
munition, vehicles, ships, vessels, instruments, engines,
manufacturlng macklinery, tools, devices, or any otker
equlpment whatscever, in the possession of the Army.
Navy, or Alr Force or in the course of experimentation,
devglopment, manufacture, or dellvery for the Army.
¥, or Air Force which are now classtfied, designated, or
farked under the authority or at the direction of tbe
resident, the Secretary of Defense, the Secretary of ‘the
my, the Secretary of the Navy, or the Sscretary of the
Alr Force as “top secret”, “secret”, “confidential”, cr “re-
tricted”, and all such articles, materials, or equipment

arsed with the aporoval or at the direction o{ tba
resldent. :
3. All ofclal military, naval, or alr-force books, Pm'
hlets, documents, reperts, maps, charts, plans, designs.
models, drawings, photographs, contracts, or spectfcations
which are now marked under the authority or at the
direction of the Presicdent, the Secretary of Detense, the
Secretary of the Army, the Secretary of the Navy, or t2e
Secretary of the Alr Force as “top secret™, “secret’, “'con~
fidenttal”, or “restricted”, and all such articles or equip=
ment wmch may hereafter be so marked with the appmm
or at the direction of the President.
This order supersedes Executive Order No. 8381 of MaxCh
22, 1540, entitled *'‘Defirning Certain Vital Mmtary and
aval Installiations and Equipment.”

AP &AL WO 1 et o 8
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EXECUTIYVE ORDERS

take appropriate actions concerninz textiles and textile preducts under
Section 204 of the Agricultural Act of 1956, as amended, and Articles 3
and § of the Long Term Arrangement Regarding International Trade
in Catton Toxtiles done at Geneva on February 3, 1962, as extend=d, and
with respect to any other matter affecting textile trade policy.

- Sec. 2. (a) The Commissioner of Customs shall take such actions as
the Comniittee, acting through its Chairman, shall recommend to carry
out all agreements and arrangeients enteéred into by the United States
purstint to Section 204 of the Agricultural Act of 1936, as amended,
with respect to entry, or withdrawai from warehouse, for consumption
in the United States of textiles and textile products. :

(1) Under instructions approved by the Committee, the Secretary of
Stata shall designate the Chairman of the United States delegation to
«ll negotintions and consultations with foreign governments undertaken
with respect to the implementution of textile trade agre2ments pursuant
to this Order. The Secretary of State shall make such representations
to foreign governments, including the preseniation. of diplomatic notes
and other communications, as nmiay be necessury to carry out this Order

Sec. 3. Executive Order No. 11832 of Septemiber 2§, 194222 as
amended, and Dxecutive Order No. 11214 of April 7, 1965.22 are hernby
supersaded. Divectives issued thereunder to the Cominissioner of Cus-
toras shall remain in full forcs and effect in aceordance with their terms

“until modified pursuant to this Grder.

See. 1. This Order shall be effective upon its publication in the
FEDERAL REGISTER. .
. Iwnann Nixox,
e Winte House,

Mareh 3, 14572,

"No. 11652

March 10, 1972, 37 F.R. 5209

CLASSIFICATION AND DECLASSIFICATION OF NATIONAL
N SECURITY INFORMATION AND MATERIAL

The interests of the United States and its citizens are best served by
making information regarding the affairs of Governmient readily avail-
able to the public. This concept of an informed citizenry is reflected in

the Freedom of Information Act and in the current public information _

policies of the executive branch.

Within the Iederal Government there is some official information
and material which, because it bears directly on the effectiveness of our
‘national defense and the conduct of our foreign relations. musi be sub-
ject to sou:e constraints for the security of our Nation and the safety of
our people and our ailies. .To protect against actions hostile to the
.United States, of both an overt and covert nature, it is essential that such
official information and material be given only limited disseinination.

This official information or material, referred to as classified inferma-
tion or material in this order, is expressly exempted from public dis-
closure by Section 552(b) (1) of Title 5, United States Code.2t Wrong-
ful disclosure of such information or material is recognized in the Federal
Criminal Code as providing a basis for prozecution,

To ensure that such information and material is protected, but only
to the extent and for such period as is necessavy, this order identifies the
information to be protected, prescribes classification, downgrading, dJe-

22, 1962 U.S.Code Cong. & Adm.News, 23. 1265 U.S.Code Coung. & Adm News,
. 4378 p. 437N,
24, 5 ULS.CLAL 8 552(W) ().
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[ : classitication ond zuarding proceiares o be folicwed, and estublishes iy
' a monitorinz systein 10 ensure ils affeeiiveness. ',
NOW, THEREFORE, by viriue of the authority vestzd inomez by the "‘2
: ' Constitution and stattutes of the United Siates, it is hieveby ord=red: v .
Section 1. Security Classification Categories. Ofricial information or '
material which requires protection arninst unauthorized disclosure in the o
interest of the national defense or foreign relations of the Unitod States )
{hereinalter collectively terimad “'national security™) shall be classifiod CL H
3 in one of three catezories, nataely “Top Saocret,” “Secret,’” or s Contiden-
' tial,” depending upon the dezree of its gignificance to rational security. )

No other categories shall he used 1o blantify offictal information or
material as requiring protection in the interest of national security, ex-
cept as otherwise expressiy provided by statute. These classification
categories are defined as follows: ) 3

(A) “Top Secret.” “Top Secret” refers to that national security infoi- :
mation or material which requires the hizhest degrea of protectiva. The
test for unssigning “Top Seeret” clussification shail be whether its un-
authorizad disclosure couid reasonably be expected to-cause exceptionally
grave damage to the national security. Exampies of cexceptionally grave
i damage™ inciude armed hostilitins against the United States or its aliies;
31 - Qisruption of foreign relations vitally afiecting the national sscurity;
. the compromise of wvital natinnal derense plans or complex cryptologic
and couununications intelligence systems. the revelatien of sensitive in-
telligence operatrions; and the disclosura of scientific or techinologieal
developments vital 1o national security. This classificution shall be used
with the utmost restraint. ! ' .

N

e e

o -

(ll} “seeret.,”  Secret’ refers to that national security information or
material which requires o substantial degree of protection. The test for
assizning *“‘Secret” claszification shall be whether its unauthorized dis- -
I ' -closure could reasonabtly ba expecied 10 cause serious damage to the '
national security. Exanmples of “serious dama; include disruption of '
?‘ foreizn relations sizaificantly atfecting the national cecurity; significant
i ' ' impairment of a prograin or policy directly related to the national saeui-
{ty; revelation of significant military plans or intelligence opevrations;
and compromise of signific:int scientific or.techno!ogic:s.l developinenis re-
fating to national security. The clussification “Sceret” shall be sparingly
used.

P (C) *Contidential.” ~Confidential™ refers to that national security

-

T
©

information or material which requires protection. The test for assi
fng *‘Confidential®” classification shall be whether its unauthorized dis
closure could reasonably be expected to cause damage to the national
security. '

Zn
i

-—

-

See. 2. Authority to Classify. The authority to origihally elassify in-
: . formation or material under this order shall be restricted solely to thosz .
i - offices within the executive branch which are concermed with mattars .
i of national security, and shall be limited to the winimium number ab-
solutely required for efficient administration.. Except as the context may
otherwise indicate, the term “‘Department™ as used in this order shall
include agency or other governmental unit. : ’

- o

; (A) The authority to originaily classify information or ni;:teriai un- ’ -
der this order as “Top Secret” shall be exercised only by such oificials :
as the President may designate in writing and by: . : . .

(1) The heads of the Departmenis listed below;

s y (2) Such of their senior principal depiities and assistants as the heads
R i . of such Departments may designute in writing: and
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EXECUTIVE ORDERS
" (3) Such heads und senior principal deputies and assistants of rmuajor
elements of such Departments, as the heads of such Departments may
designate in writing, ) .

‘Sueh offices in the Fxecutive Office of the President as the President

may designate in writing :

Central Intelligence Agency

Atomic Energy Commission

Department of State

Department of the “Treasury

Department of Defens2

Department of the Army

Dapartment of the Navy' - . : ’

Department of the Air Force ’

United Stutes Arms Control and Dizsarmoament Agency

Department of Justice
National Aeronautics and Spuce Administration

Agency tor International Development

(B) The authority to originally classify information or material under
this order as *Secret’” shall be exercised only hy:

(1) Officials who have “Top Sceret” clt ification authority;

(21 . Such subordinates as officials with "Top Secret’™ classirication au-
thority under (\) (1) and (2) above may designate in writing; and

(3) The heads of the following named Departments and such sanior
principal deputies or assistants &as they may designate in writing.

- Department of Transportation .

Federal Communications Comrnission
Export-lmport Bunk of the United States
Department of Commerce

United States Civil Service Commission

United States Information Agency . ’ .
Ceneral Services Administration ‘
Department of Health, Education, and Welfare
Civil Aeronautics Board

Federal Maritime Commission

Federal Power Commnission

National Science Foundation

_Overseas Private Investment Corporation .

(C) The authority to originally classify intormation or material under
this order as ‘“‘Confidential” may be exercised by’ officials who huave
»Top Secret” or *Seccret’” classilication authority and such officials as
they may designate in writing. o ' a

..{(D) Any Department not referred to herein and any Department or
unit established hereafter shall not have authority to originally classify
information or material under this order, unless specifically authorized
herecafter by an Executive order. ' :

See. 3. Authority to Downgrade and Declassity.  The authority to
downgrade and declassify natinnal security information or material shall
be exercised as follows: : _ ’

(A) Information or material may be downgraded or declassified by
the official authorizing the original classification, by a successor in
capacity or by a supervisory official of either. o

(B) Downgrading and declassification authority may also be exercised
by an official specifically authorized under vegulations issued by the
head of the Department listed in Sections 2(A) or (B) hereof.

(C) In the case of classified information or material officially trans-
ferred by or pursuant to statute or Evecutive order in conjunciion with
a transfer of function and not merely for storage purposes, the receiving
Department shall be deemed to he the originating Department for all
purposes under this order including downgrading and declassification.

N
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H)) in the case of ok ;*.i.‘iod info inl-not officially
transferrial within (Cy abo but originated in z Dapartment which
Jias sines eeazed to exist, P'\h D:-,:L:t:avezxz in sxion skhall be deemed
ta be the criginating Departmen: fog all purposss o
fuformation or material may be downgraded and doc
parttent in possession aftor consuliing with any other
ing an interest in the subject matter.

(E) Cilaszified information or wmaterial transier d to tlhie QGeneral
Services Administration for accession into the Archives r;'z‘;ih»:- United
States shall be downgraded and declassified by the Archivist of the
Uniteid States in accordance with tais order, directives of the Presilent
issued through tis National Secarity Council and pertinent{regulations
of the Depurtinents.

(F) Classified information or material with special n."r'il 1gs, as da-
sceribed in Section §. shall be downgraded and declassified as required
by law and governing regulations. ) ]

Sece. 4. Classification,  Each person possessing classifving authori
shall be held accouniable for the propriety of the clessifications atiribuied
to him. Both unnecessacy ciassification and over-classification shail be
avoided. Classification shall be solely on the basis of national securicy
considerations. Ia no case shall information be eclassified in order to
conceal inefficiency or administrative error, to prevent embarrassment
to a person or Depurtment, to restrain competition or independent initia-
tive, or to prevent for any other rcason the release of inforination wiieh
doas not reguire protection in the interest of national security. The
following rules shall apply to ciassiiication of information under this
order: : ' .

(A) Documents in Generul. Euach classified document shall show on
its face its classification and whether it is s'xh;‘n' 10 or exempt from the
General Dcchqsmmuon Schedule. [t shall also show the office of ovigin,
the date of p'ep'xr‘mox- and classification and, to the extent practicable,
be go marked as to indicate which portions are classified, at whut levei,
and which portions are not classifiad in order to faeciltiate excorpting aad
-other use. Material containing references to elassified materials, which
references do not reveal classified information, shall noi bhe clussified.

(1) tdentification of Classilying ~\|.xth|‘)ri(\‘. Unless the Departinent
involved shall have provided some other method of identifying the indi-
vidual at the lnr;hes; level that authorized classification in c.lch case,
material elassified under this order shall indicate on its face the idontiry
ol the highest authority authorizing the classification. Where the indi-
vidual who signs or otherwise authenticates o docwnent or item has also-
authorized the classification, no further annotation as to his identity is
required. - _ v

~ (C) Information or Material Furnished by i Foreign Government or
Interantional Orgimization. Classified information or material furnished
to the United States by a foreign government or international organiza
tion shall either retain its original classification or be assigned a bn.tecl.
States classification. In either case, the classification shall assure a de-
-gree of protection equivalent to that required by the government or in-
ternational organization which furnished the information or materiai.

(D) Classification Responsibilities. A holder of classified information
or material shall observe and respect the classificarion assigned by the
originator. If a holler believes that there is unanecessary classification,
that the assigned classifieation is improper, or that the document is sub-
ject to declassification under this order, he shall so in{orm the originuator
who shall thereupon re-exaumine the clussification.

"See. 3. Peclassitication and  Downgrading., Classified inform:
and material, unless declassified earlier by the origzinal classityving
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EXECUTIVE ORDERS

thority, shall bhe declassified and downgraded in accordance with tha
following ruies: ;

() General Declssification Schedule. (1) “Top Secret.”  Informa-
tion or material originally classified “Top Secrat” shall 1»écome auto-
matically downgradad to “Secrel” at the end of the second fuil calendar
year foliowing tha year in which it was originated, downeraded to *Con-
fidential” at the end of the fourth full calendar year follewing the year
in which it was originated, and declassified ar the end of the tenth full
calendar year rollowing the year-in which it was originated.”

() USecret.” Information and material originalty clussified “Secret”
shall become automatically downgraded to “Confidenzial” at the end of
the second full calendar yeav following the vear in which it was originat-
ed, and declassified at the end of the eighth fuil calendar year following
tlie vear in which it was originated. ’ .

(3) *Confidential.” [nforaiaticn o&nd  mate originally classified
“Confidential” shall become automatically deciassified nt the end ol t
stxeh full ealendar year following the year in which it was originated,

(13) Exemptions Irom General  Declassifieation  Schedule, Cartain
clagsified information or muterial may warrant some dogree of proiection
for .o period exceeding that provided in the General Declussificuation
Kehedule,  An official authorized to originally classily informntion or
material “Top Secret”™ may exempt fromn the General Deciassivieation
Sehedule any tevel of classitied information or naterial originaind by him
or under his supervision if it fulls within one of the categories described
below. In each case such ofticial shail specify in writing on the material
the exemption category being cltained and, unless impossible, a date or
event for automatic declassification. The use of the exemption auvthor-
fty shall be kept to the absolure minimum consistent with national s2-
curity requirements and shall be restricted to the following categories:

(1) Classitied information or material furnished “by foreign govern-
ments or international organizations and held by the United States on
the understanding that it be kept in confidence. i

(2) Classified information or material specifically covered by statute,
or pertaining to’ eryptography, or disclosing intelligence sources or meth-
ods. : .

(3) Classified information or material disclosing 2 system, plan, in-
stallation, project or specific foreign relations matter the continuing
protection of which is essential to the national security.

(4) Classified information or material the disclosure of which would
place a person in immediate jeopardy. ) '

(C) Mandatory Review of Exempted Material. All classified informa-
tion and material originated after the effective date of this order which
is exempted under (B) above from the General Declassification Sched-
ule shall be subject to a classification review by the originating De2pari-
nment at any time after the expiration of ten years from the date of origin
provided:

(1) A Department or member of the public requests a review;

(2) The request describes the record with sufficient particularity to
enable the Department to identify it; and ’ ‘

(3) The record can be obtained with only a reasonable amount of

effort.
Information or material which no longer qualifies for exemption under
(B) above shall be declassified. Information or material continuing to
qualify under (B) shall be so marked and, uniess fmpossible, a date for
automatic declassification shall be set.

(D) Applicabitity of the General Declassification Schedule to Previ-
ously Classitied Materinl,  Information or material classified before the
effective date of this order and which Is assizned to Group 4 under Ex-
ecutive Order No. 10501, as amend2d by Executive Order No. 10964,
shall be subject to the General Declassificazion Schedul?, All other infor-

v—
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mation or arinl elassified bhefore the effective date o this order.
whether or not assigned to Groups 1. 2, or & of Executive Order No.
10501, as ar-aded, shall be excluded from the General Declassification.
Scheduls However, at any time afier the expiration of ten years from
the date of orizin it shall be subject to a wandatory classification raview
and disposition under the sime conditions and eriteria that apply to
classified information and material created alter the effective dale of )
this order as set forth in (B) and (C) above. ) .
(I3) Declassitication of Classilied Information or Materinl After Thir-
ty Years. Al classified fnformation ov material which is thirty years old
or more, whether orizinating hefore or ufter the effective date of this
order, shall he declassifizd under the following conditions:
(1) All information and material classitied after the eflective date
of this order shall, whether or not declassification has been requested,
become automatically declassified at the end of thirty fuil calendar years
after the date of its original classification except for such specificully
“identifi=d information or material which the head of the originnting
Department personally determines in writing at that time to require
continued protection hecause such continued protection is esseatial to
the national security or disclosure would place a person in immediate
jeopardy. In such case, the head ‘of the Departiient shail also specify
-the period of continued classilication.
(2) All information anid material classitied betore the effective date
of this order and miore than thirty vears old shall be svstematicaliy re-
viewed for declassification by the Archivist of the Uniied Siates by the
end of the thirtieth full calendar vear following the year in which it wus
originated. In his review, the Archivist will separate and keep protectad |
only such irnformation or material as is specifically identified by the
head of the Department in accordance with (E) (1) above. In such .-
case, the head of the Department shull also speciiy the period of con-
tinued ciussification. |
(1) Departinents Which Do Not fLive Authority For Oviginal Classi-
fication. The provisions of ihis section relating to the Qeclassiflication
of national security informatinn or material shall appiy to Departments
which, under the terms of this order, do not have current authority to
originaliy clussify information or material, but which formeriy had such
authority under previous Kxecutive orders

-~ -3

POyt i U

-

Sec. 6. Policy Directives on Access, Marking, Safekeeping, Account-
ability, Transmission, Disposition and Destruction of Classified Informa-
tion and Matervial.  The President acting through the National Security
Council shall issue directives which shali be bindiag on all Departaents
to protect classified information trom loss or comproniise. Such direc-
tives shall conform to the following policies:

(A) No person shall be given access to classified information or ma-
terial unless such person has been determined to be trustworthy and un-
less access to such information is necessary for the performance of his
‘duties. . .

(B) All classiried information and material shall be appropriately and
: conspicuously marked to put all persons-on clear notice of its classified
TR _ contents. . : o
iy (C) Classified information and material shall be used, possessad, and
stored only under conditions which will prevent access by unauthorized
persons or dissemination to unauthorized persons. ’

(D) All classified information and material disseminated outside the -~
executive branch under Executive Order No. 10885 or otherwise shall
be properly protected. .

i (E) Appropriate accountability records for classified information shall
i . " be established and maintained and such information and material shall

be protected adequately during all transwmissions. . :
(F) Classified information and material no longer needed in current :
working files or for reference or record purposes shall be destroy=d or

o 5518
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disposed of in accordance with the records disposal provisions contained

in Chapter 33 of Title 44 of the United States Code and other applicadle-

statutes.

(G Classified information or muterial shall be reviewed on a sys-
tematic basis for the purpose of accomplishing downzrading, declassifici-
tion, trausfer, retirement and destruction at the earliest practicable date.

See. 7. Implementation and Review Responsibilities.  (A) The Na-
tional Security Council shall monitor the implementation of this order.
To assist the XNational Security-Council, an Interazency Classification
Review Committe2 shall b2 established, composed of representatives of
the Departments of State, Defense and Justice, the Atomic Energy Com-
mission, the Centra! Intellizence Agency and the Natiopal Sccurity Coun-
cil Staff and a Chairman designared by the President. Repres-ntatives of
other Departments in the executive branch may be invited to meet with
the Committere on matters of particular interest to those Depactments.
This Committee shall meet regularly and on a continuing hasis shall
review and take action to ensure compliance with this order, and in par-
ticular .

(1) The Commniitree shall oversee Department actions to ensure com-
plinnece with tiie provisions of this order and implementing direetives
issued by the President through the National Seeurity Council.

(2) The Committee shall, subject to procedures to he established by
it. receive, consider and take action on suzgestions and eomplaints from
persons within or without the government with, respest to the adminis-
tration of this order, and in consultation with the affected Department
or Departments assure that appropriite action is taken on such sugges-
tions and complaints.

(3) Upon recquest of the Committee Chairman, any D-\p'lrtmvnt shali
furnish to the Commnittee any particular information or, material needed
by the Committee in carrying out its functions.

{B) To promote the basic purposes of this order, the head of e"ch
Department originating or handling classified information or niaterial
shall: .

{1) Prior to the effective date of this order submit to the Interagency
Classification Review Comumittee for approval a copy of the regulations
‘it proposes to adopt pursuant to this orier.

(2) Designate a senior member of his staff who shall ensure effective
compliance with and implementation of this order and shall also chair
& Departmental committee which shall have authority to act on all sug-
gestions and complaints with respect to the Departments administration
of this order. '

{3) Undertake an initial program to famxlnnve the emplo:yees of his
Department with the provisions ol this order. He shall also establish and
maintain active training and orientation programs for employees con-
cerned with classified information or material. Such programs shall in-

clude, as a minimum, the briefing of new employees and periodic reori- -

entation during employment to impress upon each individual his.respon-
sibility for exercising vigilance and care in complying with the provi-
sions of this order. Additionally, upon termination of employment or
contemplated temporary separation for a sixty-day period or more, em-
ployees shall be debriefed and each reminded of the provisions of the
-Criminal Code and cther applicable provisions of law relating to penal-
ties for unauthorized disclosure.

(C) The Attorney General, upon request of the head of a Depart-
ment, his duly designated representative, or the Chairman of the above
described Cormamittee, shall personally, or through authorized representa-
tives of the Department of Justice readear an interpretation of this order
with respect to any question arising in the course of its administration.

Sec. 8. Materinl Covered by the Atomic Fnergy Act. Nothing in
this order shall supersede any requirements made by or under the Atomic
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Enerzy Act of Auzust 30, 1934, as iended.  UHeztricted Dara.” anid
material desizaated as “Formeriy Restricted Data” shall Le handled.
protectad, ¢ downzraded and declassified in conformity with
the pravisions of the Atomic rergy Act of 1934, as amended, and the :
regulations of the Atomic Enersy Cumiiission. N
Sec. 9. Special Departinental . Areangements.  The originating  De-

partment or other appropriate authorizy may impose, in conformity with .

the provisions of this order, special requirements with respect to access,
distribution and profection of clussified information and material, in-
cludingz those which presantly relate to communications intellisence, in-
telligence sources and methods and cryptography.

-~ 3. . .-

Sec. 10, Exceptiomd Cases.  In an exceptional case when a person
or Department not authorized to classify information originates infor-
mation which is believed to require classification, such person or De-
‘partinent shall protect that information in the manner prescribed by this
order. Such persons or Department shall transmit the information forth-
with, under appropriate safeguards, to the Department Laving primary
interest in the subject matter with a request that a destermination_be
made as to classification. .

Sec. 11, Declassification of Presidential Papers. The Archivist of
the United States shall have authority to review and declassifv infornia-
tion and material which has been classified by a President, his \White
Housa Staff or special comniittee or commission appointed by bim and
which the Archivist has in his custedy at . any archival deposiiory, in-
cluding a Presidential Library. Such declassification shall only be un- -
dertaken in accord with: (i) the terms of the donor's deed of gifi, (ii)
consultations with the Departments having a primary subjcct-matter in-
terest, and (iii) .the provisions of Section 3. o

Nec. 120 Historical Research and Access by Former Govermnent Of-
o ficials, The requirement in Section K(A) that access to classified in-
i ’ formation or matetial he granted ofly as is necessary for the perform-
ance of one's duties shall not app!y to persons outside the execulive
branch who are engaged in historical research projects or who have
previously occupied policy-making positions to which they were anpoint-
N el by the President; [’rocided, however, that in each case the head ol
‘ the originating Department shall: )

: L (i) determine that aceess is clearly consistent with the interests of

national security; and ) )

(ii) take appropriate steps to assure that classified information or

-

i ' ) ‘ material is not published or othierwise compromised.
i Access granted a person by reason of his having previously occupied a
(4 . o policy-making position shall be limited to those papers which the former
f official originated, reviewed, signed or received while in public office.
Y : Sec. 13, Administrative and Judicial Action. (A) Any officer or
! employee of the United States who unnecessarily classifies or overclassi-
el 287 1 o . fies information or material shall be notified that his actions ure in vi- .

olation of the terms of this order or of a directive of the President is-
sued through the National Security Council.- Repeated abuse of the clas-
sification process shall be grounds for an administrative reprimand. In
any case where the Departmental committee or the Interagency Classifi-
cation Review Committee finds that unnecessary classification or over-
classification has occurred, it shall make a report to the head of the
Department concerned in order that corrective steps may be taken.

(B) The head of each Department is directed to take prompt and
stringent administrative action against any oificer .or emnployee of the
United States, at any level of employment, determuined to have been re- .o
sponsible for any release or disclosure of national security information
or material in a manner not authorized by or under this order or a di-
rective of the President issued through the National Security Council,
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Where o violation of criminal statutes may be involved, Departments will
re{er any such case promptly to the Department of Justice.
See. 14, Revocation of Executive Order No, 10301! . Executive O‘(.—“r
No. 10501 of November 3, 1953,23 as amended by Exdcutive Orders No.
10816 of May 8§, 195923 No. 10401 of January 11, 19'61.'-‘?- No. 10964 of

September 20, 1951,2% No. 109835 of January 13, 1342,23 No. 11097 of

\Iurch F-. 1.)6"-". and by Section 1(a) of No. 11382 of November 28,
1967,25 is superseded as of the effective date ot this order.

hec. 15. Eifective date. This order shall beconme effective on June’

1, 1972,
Ricnaro Nixox.
Tue Wiurre Housse,

Muarch S, J‘I’;“ . . L :

No. 11653
March 10, 1972, 37 F.R. 5115

EXEMPTION OF JACK T. STUART FROM COMPULSORY
RETIREMENT FOR AGE

Jack T. Stuart, United States Marshal for the . Southern District of
Mississippi reached lhm.z';e of 71 on February 22, 1972, Under seciion
8435 of titie 5, United States Code, he would bhe subject to co: apulsory
retirement for age, nflor 60 days ‘ul\.u'ce natice, unless exempted there-
from by Executive order.

It is my judgment that the public interest would be well served if Mr
Stuart were to be exempted from such compulsory retiremens:

NOW THEREFORE, by virtue of the authority vested in me by sub-
section (c) of section §335 of title 5, United”States Code,2s 1 hereby
exempt Jack T. Stuart from compulsory retirement for age until May 19,
1973,

: . Brcirannd Nixox.
. Tue Wnrre IHouse, '
: March 9, 1972,

25. 50 U.S -c.,\‘ $ 491 note.
26, 5 US.CIA 8 suzs(o).
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Jouy. 11,1973

\[r S'n:rm[ AN mtxoduced the following b111 which was referred to the Com-
mxttee on Gov ernment Operations

¢  ABILL

To amend section 5a° of tltle 5 of the Umted qttha Code to

*_clarify certain exemptions from its disclosure requirements,
. " to prowde guidelines and limitations for classifying official
| mf01m‘1txon. ‘ | ‘ |

Be it cnacted bJ the Scnate mzd House of Pcp; csenm- |

~twes of the Umicrl Statcs of Amerzca m Con JI‘CSa aoacmbled

’That this Act m'1y be cxted as the “F xeedom of Infoumtlon

Act &mendments of 197.)"’.

SEc. 2. Sect;on_ 552 (_)f‘-tltlc 5, Umted States Code, is

1

2

3

4

5 DESIG\*ATIO\I OF I\TOPMATIO\ As DI‘>I‘L\SE D.\'fA

.

7 amended by addmg at the end -ﬂlercoi the follbwing new

subsections:

I
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“A(f) (1) The Cougress finds and declares that the free
flow of information among iudividﬁuls, between the Gmf:m—
ment and the citizens of the United States, and among the
separate vbranch»es' og Government is essential fo the proper

functioning of the constitutional processes of the United

States. The Conn'ress further finds that certain unwarranted

pohcles and pxocedmes for the classification of information

have in the past undul;; mhﬂnted this free flow of informa-

tion, and that in order to correct this situation it is necessary

to prescribe certain guidelines and limitations for the classi-

fication of information which the President or the head of
an agency determines to require limited dissemination in the
interest of 1mt101ml defense.

“(2) The Plealdent and the heads of those agencies

listed under subparah'raph (A) of paraO'mph (5) are author-
."lzed to chsufy as ‘Defense Data’ any official information
i ozmnatcd or acquued by them the- unzmthonzed dxsclosme
,'of' whlch could reasonably be expected by the President and |

heads of authorized agencies to cause damage to the national

defense. In no case shall information be classified in order

to conceal incompetence, inefliciency, wrongdoing, or admin-

istrative error, to avoid embarrassment to any individual or

agency, to restrain competition or independent initiative, or

to prevent or delay for any reason the release of information

* Approved For Release 2006/11/14 : CIA-RDP91-00866R000800020011-1 ~ .~
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the dissemination of which will not damage the national

- defense.

“(3) The classification standard for Dcfcu\c Data (as |
that which could 1ea\01mb”l} be expected by the President
zmd heads of authorized agencies to cause damage to the
nz_ltlonal defense) miay only be applied to the following:

“(A) | disruptionef foreign relations affecting the
defense of the United States;
“(B) ,comi)romise of a current operational plan or
- contingency plan for the defense of the United States
against attack, including the rclated intelligence
estimate; “
“(C) compromise of a current intelligence. operation
‘important to the defense of the United States; |
“(D) compromise of an official cryptollm’nc syétem
1mp01 tant to the defense of the United States; ;
“ (E) dlsclosule of official information 1eomdmo" a
technolomcal development of the Goxcmment that is
primarily useful for military purposeg which disclosure
itself would eliminate 2 known ,technologicai advantage
of the United States important to the national defense; |
- “(X) disclosure of official information which dis-

closure itself would make a current weapon system or

. - Approved For Release 2006/11/14 : CIA-RDP91-00966R000800020011-1
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4,
a military operation vulnerable to successful hostile at-
_tack or other successful countermeasures; and
“(G) -information furnished to. the United States
‘by a foreign government or international organization,
fhe unauthorized disclosure of which éould i‘easonably
be expected to cause damage to the national defense.
C e (4) Txcept as otherwise provided by law, no desig-

nation other than “Defense Data’ may be used to classify in-

formation in the interest of national defense.
“(5) (A) Official information may be classified as

‘Defense Data by the heads of the following agencies or

designated personnel: the Department of State; the Depart-

ment of Defense and the 1i1i11tary departments; the Depart-.

ment of Transportation; the Energy Research and'Develop-

ment Administration; the Central Intelligence Agency; - the

Natloml ‘Aeronantics and Space’ Admmxstmtxon;'and such
.. offices thhm the E\ecutne Office of the President as the

. President may designate by Executive order.

. “(B) Within the agencies described in subparagraph

(A), ‘the classification of official information as Defense

- Data may only be done by the head of each such agency,
“and such other senior principal deputies, assistants, and sub-

. ordinate officials within each such agency who are designated

in writing by the head of each such agency.

“(C) The President may impose specific limitations

PETROgOO
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‘ "1 on the delegation of classification authority within agencies
o so as to limit it to individuals whose operational responsibil-

ities require that they have such authority.

[V

(D) The head of each authorized agency shall semi-

annually review the authority of each individual whom he

has designated in writing as having authority to classify

official information and shall revoke such designation in the

case of any individual whose operation responsibilitics no

© w = (o2} ()] Hea

longer 1'0(111i1;c that he have such authority.

10 - 0~ (E) ‘No individual authorized by the head of lis

11 agency to classify official information may redelegate such

(.~ 12 authority to any other individual. - LRI B

CH(T) A person who copies or otherwise fep'rodlu'cs or
14 uses information alrcady classified as ‘Defense Data’ or di-

15 rcct-’é the copying, reproduction, or other.use of such il}fOi'lllﬁ-

16 tion shall not require classification ziuthority for the purpose

17 'of‘pla.c'mg or directing the placement of the ‘Defense Data’
! 18 desigr_mtic;n"qn documents or other material containing such
- 19 information and shall not he delegated classification authority
90 for that ‘purpose. |
21 ~ “(6) Official information shall be classified according
22 to what it reveals and not according to its relationship with
93 or reference to other information or material. Xo document’
. v 24 or other material may be given the ‘Defense Data’ marking

.95 unless it contains or reveals an clement of official informa-

P91-00966R000800020011-1




‘Approved For Release 2006/11/14 : CIA-RDP91-00966R000800020011-1
IRt A T T AT

J

tion specifically designated as ‘Defense Data’ pursuant to

et

2 this subsection. |
3 “(7) (A) Any document or other material object, -
4 cluding communications transmitted by electrical means, con-
5 taining 01: revealing information designated as.".Defcnse
6 Data’ shall he appropriately and conspicuously mﬁ‘_rkcd or
7 otherwise identified to show the designation ‘Dcfohsc Data’;
8 “(B) The President ma'y' prescribe additional i)x;otec(i\'c IR
9 markings and notations for documents and other material
10 objects containing or 1'0{'eali11g,Dcfense Dat;i. | )
11 “(8) Official information orig'ma.ted or acquired 'i))? an’
12 agency and chssified as ‘Confidential’, ‘Sceret’, or “Top i )

fod
(V]

Secret’ pursuant to any Exccutive order shall be subject to

14 the provisions of this subscetion. A material i_teni contain- " H

15 ing such information shall Le markéd to éhbw ktlmt it 1115

16 . heen dexxonated ‘Defense Data’, or to show that it has bccn.~

AT declamﬁed and cite this subsection or sul»cchon (2) as

18 aut‘houty f01 such malluno'. , _ '

19 ;“( ) (1) (A) An_y official mfommtmn which—

20 | | “(i) is classxﬁed pursuant to the provisious of sub-

21 section (f) after the effective date of such subsecﬁon;

22 and |

23 “(ii) at any time thereafter ceases to mect the yo- -
. 24 ~quirements of subsection (f) {2), or caﬁ lio longer he o }

- Apocood Eor Raleace 2006/11/14 - CIA-RDP91-00966R000800020011-1 ~ ~ % + ~



N -t

e

© (0] <3 - O (9) o

11

12

14

15

16

Ve

18
19
20
21

23

Approved For Release 2006/11/14 : GIA-RDP91-00966R000800020014-1

" |
| protected.5 agaLﬁst‘ wnauthorized dis.closuré, shall be de-
classified promptly. |
“(B) Except as provided in palwmph (2), any ofti-
cial information which is ¢lassified pursuant to subsection ’.(f)

on or after the eﬂ'ectivc date of such subsection and which

is not declassified as providcd in sul:paragraph (), ef all

be declassificd autoxmtncallv upon the c\pnatmn of thnec

years after the end of the month of its classification, 10031(1-

less of whether the document or other material containing the
mformatlon has been- malked to show the declassification. -~

“(C) Except as _plovxded by pamomph ('.) any offi-.
cml mfm mation which was ouomall) cla~sxﬁed as ‘Confiden-
tlal’ ‘Secret’, or “Top Secret’ puhuant to any Exceutive
order during the three-year period immediaftely preceding

the effective date of su‘bsection (f), and which is classi-

_ﬁed as ‘Conﬁdentml’ ‘Secret’, or “Top Secret’ on such effec-

tive date, shall be’ declassdied automatically upon the ex-

piration fof three years after the end of the month. of the -

oﬂginal classification” of such information regardless :of
whether the document or other material containing the
information has been marked to show the declassification.
If the original date of classification of such information or
material is not kﬁ'o‘wn, it shall be declassified not later than

N
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the expiration of three years after the effective date of sub-

section (f) .

«“ (D) Except as provided by panomph (2), any offi-
cial information which was originally classified pursuant to
“any Executive order, divective, memorandum, or other au-
- th’ori.ty prior to the three-year period immediately pl_recéding

“the effective datc of subscction‘ (f), and which continues to

be damﬁed on such cffective date shall be declassified auto-

matically upon thc mpnatlon of six montha after such eﬂcc-'

tive date, regardless of whether the document or other

material containing the information has been marked to

- .

“(2) (A) Subject to addxtlonal limitations as the Presi-

. dent shall Preseribe regarding subject 'nmtt.ér, any official
‘information which is classified ‘and which is subject to au.t(.)-'
‘matic declassification as provided 'in subparagraph (B),.
.-,(.:C),‘ or (D) of paragraph (1) may be aS"sign,éd a deferred

automatic declassification date of not more than two years

by the classifying official 'upon a determination. that the infor-

mation is of such sensmnt) and 1 impor tance to continue to

" satisfy ‘the requirements for cla»xﬁcahon as ‘Defense Data’.

“(B) The President or the head of an agency may as-

' sign a deferred automatic declassification date of more than
“two years after the date of declassification provided for under

. subparagraph (B), (C), or (D) of paragraph (1) upon




. Approved For Release2006/11/14CIARDP9100966R0008000200111 SRR PRI
o Lo : Lo S :
detefminntion that tl.le'. classified information continues to
satisfy the criterion for classification as ‘Defense Data’. For -
each such item of information for which the President or
the head of an agency makes such a detexmination, he sI:mll

submit, in writing, to the Committee on Government Opera-

~tions of the Senate, the Committce on Government Opém-

tions of the House of Replesentatn cs, and the C‘omphollcr

General of the Umtcd States a detfuled ]nshﬁcatmn ffn the

© MO T o e o W N M A

continued classification of such information. Both such com-

bt
=

mittees shall compilc and pﬁnt at least annually as a public

bk
-t

document all such reports received by them, except that upon |

recommendation of the President or the head of the agency = l

ok
o

Y
(VY]

-concerned, such committee may delete from printing any

material which itsclf satisfies the requirements for classifica-

—

~ _-'tio_n as ‘Defense Data’. Each such deletion shall be indi-

d e
S @

cated in the printed document, and the ‘complete document

Jod
-1

- without deletions shall be kept in committee files and made

bk
-0

available, upon request, to any Member or commitice of

ed
3=]

Congress. This authority to defer declassification shall not be

]
(=)

redelegated by the head of any agency.

o
-

~4(0) Any mf01m‘1tlon asswned such a deferred auto-

N
Do

matic declassiﬁcation date may at any time be declassified

D)
o

in accordance with paragraph (1) (A).

N
W

“(h) (1) Subject to such implementing orders as shall

oo
o

“be promulgated by the President, the head of cach agehcy.
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which exercizes autherity to classify or declassify ofﬁual

fod

&

mfonnatwn shall prescribe such 1enulatxonc as he counsiders

neeessary or appropriate to carry out the prowszons of sub-

sections (f) and (&) of this section, including rclgulations

which preseribe administrative reprinmnd suspexksion or

other dx~cxphnmy action for the: m]pmpel chmﬁmtlou of

l
ofﬁcml information or matenal

“(9) The Comptlol‘m General of the United States

W M A O O B W

shall monitor thc actions taken by agencies to implement and
10 adhere to the pohcxes and provisions of subsections (f) and

11 (g) of this section. To thlb end the Comptroller Geneml

12 shall pcrform, among others the following functions: - B )
_‘ 13 B K (A) obtain and review. agency 1mplcmontnw
14 regulations and those of anch suboxdmate componont;
15 . as may be necesszuy to determine the effectiveness of
16 - acrency actions;
17 - o« (B) mquue on a peuodxc ba~1s reoaldmo the necd _-
18 for 'as-sxgnment or retention of the de’_fense data desxgna- |
19 - tion on selected documents and other n;aterial;
20 e (C) conduct visits on a periodic basis to 'obs_erve.
21 the practical application of classification and declassi-
99 fication policy and the safeguarding of defense data by
23 officers and empl-oj'ees of agencies; .
| ‘ 9y “(D) vinve.stigate, when deemed abpropriute, n-

95 quiries initiated by private citizens, officers, or em-
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‘ 1 .p‘]uyees‘ of the United States, or any other 1501's¢.)x1 con-
.2 cerning any allegation of improper classification of in-
3 formation or material, or concerning any allegation of
4 the failure of aﬁy dgency, or any officer or employee
5 thercof, to co.mply with the'pnlicies and provisions of
6 subsection (f) or (g) of this section, or any regulation
7 prescribed under this subsection; and
l8 | ‘;(E) transmit semiannual reports not later than |
9 March .1 and September 1 of each year to the Committee
10  on Government Operations of the Senate and to the Com- )
11 mittee on Government Operations of the Iouse of Rep-
( 12 resentatives, setting forth the findings of such reviews, - - : ; .}
& . 13 inquiries, visits, and nvestigations as may have been
14 conducted pursuant to subparagraphs (A) through (D)
15 during the reporting period, as well as any other mat-
16 . ters pertaining to the impleméntaﬁon of subsections (f) . :
17 ‘and (g) which may be of interest to such éommittees; '
= 18 Such 'i°ep01'ts also shall contain Aa.ny recommendations
| 19 . for action by such cdnﬁnitteés relating to this Act which '-
20 | the C’omptroller. Gen_éral may deem appropriate.
21  “(i) No person may withhold or aﬁthorize withholding
22 information or material from the Congress, or from any com-
23 mi»tt'e'é or Member thereof, or from any court of the United
‘ A ‘24 Sfafes on the bﬁsis‘ that such infonnatio’n or mﬁterial 13
25 classified or qualified for classification as ‘Defense Data’ or
i
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10s othel- x'.'i<'e' c-ln xﬁcc. pmauant to any law, E\mutn‘c 01dc

ducctno nwemomndum or other authority.,”. =~ ' ‘

18]

ATOMIC EXERGY RESTRICTED DATA
SLC 3. The plO\l\lolla of this Aect shall not aﬂcct any

xcquuement made by or undel the Atomic Energy Act of

|
1954, as amended, regarding the deumatmn and protect

!

i

of Restricted Data, as dcﬁned in that Act.

EFFECTIVE DATE

© m a o WM o W

Stc. 4. (a) Except as provided in subsection (b) the
10 provisions of this Act shall take effect on the first day of thé’.

11" third month that commences after the datc:of its énactmenf-'
12 (b) Scction 552 (h), as added by section 2 of tlus tltle,- . 1 ki
13 shall take clfect upon the datc of thc cnactment of this .Xct '
. DEFINITION = . 7.,

15 SEC. 5. As used in this Act the term “Guformation””

16 means knowledge which can be communicated by any means,’
17 as set forth in D.0.D. 5200. I—R, Tnformation Sccunty Pm-'-'

18- gram I{eoula.tlon. |
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S~CU?ITY CLASSIFICAALON REFOPM BILL .

Summgry of H.R. 8,91 "Freedom of Information Act Amendments of 1975"
(H.R. 8900 and H.R. 9177 are the same as H.R. 8593_)

INTRODUCTION: H.R. 8591 was introduced July 11, 1975 by Congressman Alan Steelman,
R-Texas. It would replace the Presidential security classification system in Execu-
tive Order 11652 with a statutory basis for protecting certain official information

in the interest of national defense. H.R. 8900 and H.R. 9177 list additional sponsors.

~The bill reflects the fact that Congress has the Constitutional responsibility
"to provide for the common defense of the United States.” Accordingly, Consress
should determine this Nation's policy for national defense secrecy.

~LEGISIATIVE PROCEDURE: One of the types. of records which federal agencies may with-
hold from the public under the Freedom of Information Act (5 USC 552) are those re-
ferred to as being properly classified for secrecy in the interest of national defense.
“ H.R. 8591 would amend that act by adding the criteria and rules for classifying and
holding the information in secrecy. Only official information would be affected.

* But whatever H.R. 8591 does to reduce the volume of information being withheld in
the name of national defense, it will have no effect on the lawful withholding of
- records for other reasons, including those withheld in the interest of foreign policy.

SINGLE SECRECY CATEGORY: "Defense Data" would be the single legal designation for in-
formation requiring protection to preclude damage to the national defense. This would
compare with use of the single term "Restricted Data" to define certain atomic energy
information to be controlled for both ™common defense and security."

The existing multiple classification system invites excessive secrecy. There is
no incentive to distinguish clearly bvetween information which truly reguires protec-
tion and that which would not damage the national defense.

DEGREES OF PROTECTION: Different degrees of protection for different items of Defense
- Data would be permitted. The President could provide for using special protective
markings and notations such as are used within each existing classification category.

STANDARD FOR SECRECY: Official informetion could be designated as Defense Data only
- 1f its unauthorized disclosure could reasonably be expected to cause damage to the
"pational defense. This would replace the existing broad "national security” standard.

DAMAGE DEFINED: Nine statements of damage that should be avoided are included in the
bill. They are intended to cover all the knowledge that could and should be kept
secret t0 preclude damage to the national defense, except “Restricted Data. The
“latter information will continue to be protected under the Atomic Energy Act.

There should be noc effort to authorize secrecy for offlicial information on the
basis of lmportance. Any information under the jurlsdiction of an individual is
important to him. Also, much of the information developed by or for Executive branch
agencies is of vital importance to the public.

AUTHORITY TO CLASSIFY:. Official information could be designated as Defense Data only

by the President, the Depariments of State, Defense and Transportation, the Central

- Intelligence Agency, the Energy Research and Development Administration, the National

Aeronautics and Space Administration, and offices in the Executive Office of the

- President which he may designate. Only such officials in an agency as the age??y |
A over
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' heai designates in vr*‘inb “‘a.h exere isa c l=ssificatica autbb*ity. -

A person who coples or ot:erwise rebroduces or uses in.ormatlon already class‘
fied as Defense Data or dirscts the copying, reproduciion, or other use of such
information shall not recuiire classification autkority for the purpose of placing
the Defense Data designation on documents or other material containing such informa-
tion. They shall not be delegated classification authority for that purpose.

DECLASSIFICATION: An item of information designated as Defense Data shall immediately
become subject to declassification and shall be declessified as soon as it ceases to
meet the prescribed standard for secrecy.

Automatic declassification after three years would be specified for D=fense Data
‘not previously declessified. But the classifying authority could defer declassifica-
.tion.of.selected . .items . for two years. After the fifth year, the agency heasd could

- defer declassification of an item of Defense Data for a longer period. He would be

required to report each such action to the Cormmittee on Government Operations of the
Senate and to the Conmﬁ.ttee on Covermment Operations in the House of Representatives.

These provisions would apply to information ex_isting when this legislatlon is
enacted as well as information originated after enactment. Also, they reflect the
fact that an abundance of testimony before Congressional Cormittees Indicates that
- after a period of only two years, most information in use has lost whatever secrecy
it may have had. .

" INFORMATION DEFINED: H.R. 8591 would provide for the protection of information, not
material items as such. Informstion would be defined as "knowledge which can be com-
municated by any means.” That definition is used by the Department of Defense.

SECRECY BY CHOICE: The Executive branch would be authorized to strive to keep
Defense Data protected in secrecy. But there would be no requirement in this 'bill
‘for any :Lnforma.tion to be designated and protected as Defense Da‘ca..

_ GENERAL LIMITATION: DNo document or other material could be glven the Defense Data
‘marking unless it contains or reveals an element of official infonna.tion specifica.lly
designated as Defense Data pursua.nt to this legisl&tion.

HEAD OF AGENCY TUTIES: H. R. 859l would reduce drastically the practice of classify-
ing information on a wide basls and letting it remain under classification secrecy
_for decades. The volume of Defense Data will be small enough that it can be glven
the degree of control by agency heads tha.t it deserves.

THE PRESIDENT'S RESPONSIBILITY: The President would be required to promulgate imple-
_menting orders, but they necessarily would conform with Congressional standards.

MONITORSHIP: The CGeneral Accounting Offlce would monitor mplementation of this
legislation on the same basis as it monitors other actions of Executive agenciles.
The Comptroller Gemeral would submit periodic reports to the two Congressional Com- -
‘ mittees on Government Operations.

DOLI.AR SAVINGS: Aside from all other beneficial results, savings of $200 million
anmally could accrue from enactment of H.R. 8591. National defense would not be
- endangered in any degree whatsoever. In fact, our defense capability could be im- . ?
proved by increased dissemination of scientific and technical information. : '

" UNAUTHORIZED DISCIOSURE: The Criminal Code would remsain as the basis to crimj_na.lize
such disclosures of national defense data as Congress chooses to make unlawful.

2 (nepmduc»i and distributed by William G. Florence)
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Annraved Far B 2 20016 4 A-RDPO ll'oo;lll-l.l l.




s

Ry © N woiseds 18T : -
» SSUUDNOD 8 . |

Approved For Release 2006/11/14 CIA-RDP91-00966R000800020011:1

' Appendi); 4

920 CONGRESS ¥ 3 ',% > € -
1sT Sgssion s i 3 =
o~ e DN 0853

IN THE HIOUSE OF REPRESENTATIVES'

Jury 15, 1971
Mr. Hierr (for himsel and Mr. Axexps) introduced the following bil: which
was lctuud to the Committee on Armed Serviees

A BILL

To amend the \(ltl(mdl \vcmltv Act of 1947 to plOV]d(‘ for a

continuing review and study of measures that should bhe
tal\en with respect to the designation and protection of in-
formation within the ‘Department of Defense and certuin

other weumes which affects the natmnal seeurity.

1 Be it enacted by the Senate and House of Repr escnm-

Lo

tives of the United States of America in Congress assembled

3 “That.the National Seeurity Act of 1947 is mnendvd by add-

4 ing at the end thereof the fullm\'ing new title:

o _.“TITLE V—COMMISSION AON THE CLASSITICA-

6  TION AND PROTECTION OF INFORMATION

(. : “ESTABLISHMENT A
8 “Skc. 201 There is established a commission to be
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the ‘Commission’) .

9

known as the "Conmnission on Information Protection and

the National Sceurity” (hereinafter in this title referred to as

. “PURPOSES O THE COMMISSION

“Spe. 5020 (a) The Connuission shall conduct a con-

tinuing and complete study and review 'of—

{
i

(1) all laws, rules, regulations, executive orders,

and dircetives relating to the designation and use of,

aceess to, and protection of information affecting the

national sceurity poss‘esscd by the Department of De-
fense, the Central Intelligence Agency, and the National
Sccurity ;;chncy;

‘ |

e (2) the status, justification, adequacy, and effec-
ti\'cncss.‘of tlmsp ‘Iu.ws, rules, rcghlutiuus, executive

orders, and directives in light of the need to maintain a

free flow of imformation and the necessity to provide for

the security of the United States; and

*(3) the policies, procedures, and practices of the

executive, legislative, and judicial branches of the Fed-

(-ml( tovernment with respect to ('-lzls.\'ifying,i‘cclzls;\'if‘\'-

g, docl:.nssifyi'ng and otherwise controlling and protect-

ing information affecting the national sccurity. |
“MEMBERSILIP

“SEc. 503, (a) NUMBER AND ApPproiXTMENT.—The

Commission shall be composed of twelve members as fol-

lows:

T AR L L W e g
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1 ‘.‘(1)- T.\VO anhérs of the Svixﬁtv appninr("d hy
2 the President pro tempore. Members ammnmd muder
3 this paragraph shall not be of the same ]mlmml party.

4 ~“(2) Two Members of the Iouse of Representa-
a  tives appointed by the Speaker of the House of Rep-

6 resentatives. Mcfnborx_ appointed wnder this paragraph

7 shall not e of the same political party. |

5 “(3) Four appointed by the President from persons

9 : _~ whose paxf or current service in the execative vl)mnoh
10 of the Government and whose cdn(-n.tioi\, training, or
- : experionce make them specially qualified to serve on the
12 C‘ommmmn.

13 “(4) Four appmntvd by the Chief Jn\n( e of tho
14 United States from persons who are specially qualified
15 1_:0 sérve on the Cf(ixnmfssion by virtue of their legal or

16 3 judicial education, training; or exberioncc.

17 A vacancy in the Commission shall he filled in the manner in |
18 \vhich the originali appointment was made.

19 “(b) CONTINUATION OF MEMBERSITP.—If any mem-
20 her of the Clomumission who was appointed to the C‘ommis-

€) - : » .p
21 gion as a Member of Congress leaves that oflice, or 1f any

DU ) . . . .

22 member of the Commission who was appointed from per-
. t) . . '.

23 sons who are officers or employees of the Government ceases
‘ 24 to be an officer or employee of the Government, he may

IS Tl
20 continue as a member of thv Commission for not longer than

. ' Y ' 14 - 1-00966R000800020011-1
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4
1 the tén—day‘p(;ri:od heginning on tho:datv}h(f‘ leaves t}m;r
2 oftice or ceases to be an officer or employee. -
3 “(c¢) TERMS.—
4 . “(1) Except as provided in paragraph (2), men-
5 “bers shall be appointed for terms of four years.
6 “(2) Any member appointed to fill a vacancy oe-
7 curring ‘prior to the expimtion of the term for which
8 his predecessor was appointed shall he appointed only
9 for the remaindef of such tern. A member may serve
10 after the expiration of liis term until his suceessor has
11 taken office.
| ; : _ 12 “Ad) Pavy avp Traven ExprNsks.—
| ‘ . 13 - “(1) Except as pr()\.'ided in paragraph (2), men-
i | 4 -:bers of .t.he Commiission shall each bc} entitled to .rvcoi\'v |
: 15 $200 for each day (inclnding traveltime) during whicl
16 t'_h'ey are engaged in the actual performance of .d.utivs'
7 vested in the Conunission,
18 ~“(2) Members of the Cmmnissinn'who are full-
19 time oflicers or cnlp]uyéos of the United States or ;\:Tmr
; 20 .~ bers of Congrvss shnll.‘rc('ei\'c no additional pay _mi a
. ' 21 “comnt of their service on the Connnission.
. 22 .,“(3)‘ While away from their homes or regulw
23 places of business in the performance of services for thee
24 Commission, members of the Comimission .sh:ﬂl he al-

25 Towed travel expenses, ineluding per diem in liew of sib
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1 sisteuce. ‘in.tho sanie manner 1\ persons emploved iuter-

2 mittently in the Govermment service are .zitllm\'vd eX

3 penses mid('i' section 5703 (h) of title 5 of the United

4 States Code. |

5 “(e) Quorui.—Seven members of the Commission

6 shall constitute a quorum but a lesser number may hold hear-

7 ings. | o |

8 “(f) CuAIRMAN.—The Chairman of the Commission

9 <hall he clected by the members of the (.\,"m.nmissiun.
S0« (g) MerTNes.—The Commission shall meet at least

11 once during each calendar year, and at the call of the Chair-
12 man or a majon't_v of its members.
13 “DIRECTOR AND STAFF OF COMMISSION ; EXPERTS AND CON-
14 . , SULTANTS |
15 “Spe. 504 (a) Dmrcror—The Commission shall have
16 Director who shall he appointed by the Chairman of the
17 Commission aﬁd who shall he paid at a rate not to exceed
18 the rate of basic pay in effect for level V of the Executive
19 Schedule. E

20 “(b) Srarr.—Subject to such rules ax may he adopted

21 by the Commission, the Director may appoint and fix the pay

~

ORI TNAR S S

22 of such personnel as he deems desirable.
‘ 23 “(c¢) Appricanruiry orF CrviL Service Laws.—The

24 taff of the Commission shall be appointed subject to the pro-

visions of title 5, United States Code, governing appoint-

IR 9853 2 , :
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1 ments in the competitive service, and shall he pald in aceord- A}

2 ance with the provisions of chapter 51 aud subehapter TIT of :
3 chapter 53 of such title relating to classification and General
4 Schedule pay rates. §
5 “(d) Exrrerrs ANp Cowst LuA\"Lb.—Suwat to such K
6 1ule as may be adopted by the Commission, the Director ‘i
T may procure tmnpm‘zu‘y‘zmd intermittent services to the &
8 same extent as i authorized by section 3109 (b) of title 5 i
9 of the United States Code. |
10 “Ye) Srarr or Frprpal, AGENCIES.—TUpon request

11 of the Commission, the head of any Federal agency is au-
12 thorized to detail, on a reimbursable basis, Ay ol the per-
sonnel of such ageney to the Commiission to assist it in Carry-

14 ing out its duties under this title.

b AR R R At S S oA A AN N SR S
TR TE U IV S AL p e Y,

P “POWERS OF CoMMISSION

. et e _ £3
16 UBEC, 505, (a) IleariNas Axp Sk beO\b —The Comw- ~
17 ission may for the purpose of uun’mg out this title hold

18 el hearings, sit and act at such times and places, take

19 gueh testimony, and receive sucl evidence, as the Commh-

20 ion may deem .ldxml»]v The Commission may administer
21 gaths or :1ﬁirnmtinus to witnesses dppearing hefore it.
29 > b, | | g*

< (b) Powers or Meyiens AND AGENTS —When S0 £
23 authorized by the Connnission, any meniher or agent of the £
| i
24 Commission may take any action \\]nch the (()mml%xmn .
95 . Er
=2 authorized to take hy this seetion, &

. Salease 2006 4 - ,D" 00966R000800020011 1
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“(¢) OBTAINING Oi-‘l-‘l(rx.\x. Data—The Commission
may secure directly from any department or ageney of the
United States imformation necessary to enable it to carry
out this title. Upon request of the Chairman of -the Com-
mission, the head of such departiment or agency shall fur-

nish such information to the Commission.

“(d) ;\'L\ILS.-——TI](* C'ommission may use the United
States mails in the smneqnnﬁnm‘ nnd ﬁpuu the samie condi-
tions as other departments and agencies of the United States.

“(e) Suprexa Powkt— 4

_“(1_). The ‘Commission shall have power to issue
subpenas 1'§-(1|1i1'i11g' the :1rtcndzmcej and testimony of wit-
nesses and the production of :my evidence that relates to
any matter under invéstigat_ion by the Commission. Such
attendance of witnesses and the prodﬁction of such evi-
dence may he required from any place within the United

States at any designated_ ‘place,' of hearing within the

' United States. |

““(2) If a person issued a subpéna. under pa.mgmph

(1) refuses to obey such subpéna or is guilty of contu-

macy, any court of the United States within the judicial

district within which the hearing is conducted or within

the judicial district within which such person is found

‘, . - . -

= or residex or transacts husiness may (upon application hy

RS - . . . » ) R
= the Commission) order such person to appear hefore the 5
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1 Commission to produce evidence or to give testimony

2 touching the matter under investigation, Any failure to

3 obey such order of the court may be punished by such

% _ _

4 court as a contempt thereof. |

o “(3) The subpenas of ﬁlle Commission shall he

| L .

6 served in the manner provided for subpenas issued by a

' |

7 United States district court under the Federal Rules of

8 Civil Procedure for the United States district courts,

9 “(4) Al process of any court to which application &5
1 may he made under this seetion may he served in the 5
. : . . 3
. judicial district wherein the person requived to he served =

= resides or may e found. %

R - 4
I3« (f) IayeNity.—No person shall he exeused from 5
14 yitending and testifyving or from producing hooks, records. %};

= : . . . £4
15 correspondence. doctments, or other evidence i obedience 53

. | | | o
16 {4 a subpena. on the ground that the testimony or evidenee 55

- AT pequired of him may tend to ineriminate him or subject hiw

18 (o a penalty or fm'fvitm_'c; hut no individual shall hc_]n.'t.»»-
19 ccuted or sub_i("vtvd to any penalty or forfeiture for nx"uu

20 account of any transaction, matter, or thing gonvci‘nin,@ wlhiiel
21 he is conipelled, after having claimed his privilege againe
22 lf-inerimination, to testify or produce evidence, except thi!
23 aieh individual so testifying shall not he exempt from pro-
“t ¢ention and punishment for perjury committed in
3 testifying.

;

e Aty
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! © YREPORTS OF TIHE COMMISSION

S “Qrc. 506. The Commission shall transmit to the Presi-

-

dent and to each Touse of Congress such interim reports

4 as it deews advisable and shall transmit an ammal report

-1

to the President and to cach Touse of Congress. the first
G annual report to be filed not later than the last day, other
7 _tilzm a Saturday or Sunday, ocerring before July 1, 1972,
8 The first annual report shall contain a detailed statement
9 of the findings and conclusions of the Commission. including

10 jts recommendations as to—

B | “(1) procedures to he taken (pursuant to Execn-
12 tive order or otherwise) within the executive hranch
I of the Government to protect the scereey of information
It affecting the national security; and
b : “(2) procedﬁros to be followed by the courts in
16 the United States (pursuant to rules promulgated hy
I the Supreme Court) in juﬂiciul hearings involving infor-
18 mation nﬁ'ecting the national security. . |

19 The first anunal report of the Commission and each subse-
20 quent report shall include such recommendations for such

5 . . . . . . e .
21 pther legislative and administrative aetion as it deems advis-

[ 3

22 other legislative and administrative action as it deems

- 2 advisable.”
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IN THE HOUSE Ol RL [’[{Lbl“ NTATIVES

Marcn 1’ 1970

gy Mr. Ambazeo mnmlurcd the following joint resolution; ywhich was referred

‘v to the Cmmmm( on Rules

} . -

)

i

]

Y . :

; T4Y 7”“ FTREIIA2T F TERAT
J@ﬂ WA AR C%"&.ﬁ"’éd’g‘;’a W W

(,lcmnu a Joiut Commntu o Classitied lnlmm ation,

ok

Resolved by the Senate amd House of an'csnutativc.s"

s

of the United States of America in Congress assembled,

s

—@—
OEIL ST T'H ottt

That it is the policy of Congress that the public’s right to
information rclating to the activities of the Federal Govern-
ment may he restricted only in the case of information the

disclosure of which would cudanger the common defense and

security; but it is also the policy of Congress that scourity

classifications may not he used within the Govermment as a

Y-S S B N O R

means for suppressing infornution on govermmental affairs

Lo g _about which the publie does have a right to know and that

bt
O

e
i

ok
-

means to discover and eliminate misuses of information classi-

[
Do

Sfication procedures should he established.
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¢ 20 (a) There is hereby ereated a Joint Coamittee

2 611 Classified Information (herealter veferred to in this _]Oll]t
2 resolution as the ¢ ]nlll( committee”) . to he composed of—
4 (1 )’thc chairinn md the rauking minority mewher
o of tho Armed \u\u(‘ Conmnttec of the Senate and
6 ~of the Hnuso of l?(\pl'@ﬁ*llt.‘xti\'bs; - ‘ K
1 (2) the chairman and the ranking minority mem-
8 ber of the Torcign Relations Committee of the Senate:
9 (3) the chairman and the ranking -minority‘ nember
10 of the Toreign Allairs Committee of the Ho.‘us'e of
11 Representatives;
12 (4) the ‘chainman and x‘ml\mg minority 1‘&01111)01’
13 Of the Defense A ppropriations Subcommittee of the Ap-'
14 propriations Committee of the Senate aud of the~ House
15 o RC}_)I‘GSOlll':lﬁ\'CS' | |
15" -~ (5) threc other Members of the qenato appomted h\'
17 " the President of the Senate: and |
18 ~ (6) threc other \Iemheu of the Iouse of Repre-
19 ‘ | ‘sentatives appomted hy thc Speaker of the House of |
20 Reprosentatives,” | | |
21 (b) Vacancics in the membership of thé joint cbmmittce

22 ghall not alfect power of the remaining members to execute

23 the functions of the joint committee, and shall be filled in the

2t same manner-as in the case of the original selection.

(c) The joint committee shall select a chairman and a

R MhrA s I — R W TN N A T\ I-N-T-T-Wola a2V 4l lo-F1D01_O0U6ARUOSOU0200 -

gy
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vm.e chaunu@ from among Sits members at. the beomu.mﬂ of
each Cougress. The vice chairman shall act in the place and
stcad of the chairman in the absence of the chairman. The
chairmanship shall alternate between the Senate and the

-

Iouse of Representatives with each Clongress, and the chair-

titled to the chairmanship. The vice chnum:m shall be chosen
from the House other than that of the chauman by the Mem-

belb from that House.

SEC. 3. (a) The joint comuittee shall make continuing -

investigations aud studies with respeet to (1) the practices

and methods used in the exccutive branch to classify infor-

“mation in the interests of the common defense and sccurity,

and (2) suspected uses of such classification procedures with-

“in the executive branch for purposes contrary to the public-

welfare.

(b) The joint committee (1) shall at such times as it

finds classification procedures being used for purposes con-

trary to the public welfare, initiate such action as it decins

appropriate in order to prohibit such misuse; and (2) may

publicly disclose any classified information the classification

- of which the joint committee considers not to be merited in

the interests of the common defense and sccurity and the dis-

“closure of which the joint committee considers to be in the .

25 -

public interest.

‘man shall be selected by the “emhcn hum that Housc. en-_

2
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cochairman of the joint committee or by any

(c) ﬁ‘lxc joint connnitee shall repuit to the Senate and
the Houscr of chrcso-n!ntivcs, from time to time, the resulrs
- of its imvestigations and studios, together Ei\\'it-h such recom-

: " - - I A
mendations as it may deem desirable. Any departmont: ofki-

cial, or agency engaged in functions relativa to inv utwa{wrﬁa
l

or studles und(nn.\cn by the joint connnittee shall, at (he
quuC\t of the joint ‘committee, consult with the joint com-
_mlttee}from time to time with respeet to such Munctions or
activities. | |

,SEC.. 4, (h)
tec or any duly authorized subcommittee thereof is authorized

to hold such he(nmn\ and ]ll\'C\tl“dtl()ll\ to sit and .1ct nt

such place> and tnncxx within the United States, including
any Commonwcalh or possession thereof, whether the ouse
or the Senate Is in session, has recessed, or has adjourned;

to require, by \ubpena or 0“1(‘1\\’1\0 the attcudancc of such

\\g 1tueqscs and the pludlu{mn of cuch buu]\s, papers, and docu-!

ments; to administer such oaths ; to take _such testimony; to

procure such printing and bmdmo, and to make such ex-

- penditures as it deeins nccossm‘y. The joint committee may
‘make such rules respecting its organization and procedures -
~as it deems necessary. No reconunendation may be reported -

from the joint committee unless a majority of the committec °

is present. Subpenas may be issued over the signature of a -

member desio-

In carrying out its duties, the joint commit- -

1
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.-m(I ndtcd by hun or h\ the Joint connuittee, :md niay he served by

ailrs

coord s Popriy

“suelt person or persous as may he designated by such chair-

1= ~man or.member. A cochairman of the Joint committee or any

Um-

m-‘cbwe

‘member thercof may administer oaths to witnesses, ., b

e

+ (b) The joint committee may appoint and ﬁxlthe com-

S

o o

N

- pensation of such clum experts, couxultant\ techmcx:ms,

and cler 1&11 aud \tL‘IlOOlaPhIC assistants as it deems necessary

and ad\'lsub ¢; and, with the prior cousent of thc heads of

O o -

dcpaltments or agencics concerned and lie Committee ‘on
House Adnumstmtlon of the- ]Imh(, of chlescnmﬁ\"cs} and
the qummttco on Rule qxul A(hnmistmtiun of the Senate, to
utilize the reimbursable sm‘;\'iccs, iul'orumtion fucilvit,’ie" and
- persounel of any of the dcpmtmeut\ or agencics of the T I‘ul-
eral Govelmncnt as 1twdccm\ advisable. The joint com-
mittee 1s'aut-honzed to reimburse the members of its staff
~for travel, subsistence, and the 6th0r necessary e'\‘i)enscs
incurred by them in the performance of the duties vested in

the Jomt conmittee other than e\pcmos in COIlllCCthn with -

'v'_nmetm% of the Jomt committee Leld in the Dlstnct of

- Columbia during such times as the 001101(}55 is in session. S ,

_ (c) All committee records, data, charts, and files shall | _
be the property of the joint committee and shall be kept o '
in the offices of the joint committee or such other places , b

as the joint committce may direct under such security safe-
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1 guards as the joint comumittee shall determine to be in the £
2 interest of the conunon defense and security. i
3 - Skc. 5. The expenses of the joint committee shall be R
, . ‘ :
4 paid one-half from the coniingent fund of the ITouse of }
' - T i
5 Representatives and one-hali from the contingent fund o 3
6 the Senate, upon vouchers signed by the chairman of the
‘ | ,
7

joint committee.
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Czross’ Rzra._\c.'.s
Publlca.lon and sale of phowmn._s
fatlons, see section 797 of this sitles .
. SzcrioN REFERaED TO IN OTmex SzCTIoNs
This sectlon s referred to in sections 14, 795, 797 of this

cf dafense iostal-

.title; title 50 section 825.

§796. Use of aircraft for’ photographing defense in-
stallations.

Whoever uses or permits the use of an aircraft or
any contrivance used, or designed for navigation or
flight tn the air, for the purpese of making a photo-
graph, sketch, picture, drawing, map, or graphical
representation of vital military or naval installations
or equ:pment, in violation of section 795 of this title,
shall be fined not more than $1,000 or imprisoned not
more than one year, or both. (June 25, 1943, ch. 645,

62 Stat 738.)
LECISLATIVE HISTORY

- Reviser's ‘Note—~Based on-secttons. 45; 45a; and 45¢ or
title 50, U. S. C., 1940 ed., War and Nattonal Defense (Jan.
12,1938, ch. 2, §5 1, 2, 4, 52 Stat. 3, 4).

Reference to persons causing or procuring was omltted
as unnecessary in vlew of deflnition of “principal” in sec-
tion 2 of this title.

Punishment providad by section 795 of thls title is re-
peated, and ts from said section 43 of title 50, U. S.C.

1940 ed.
Minor changes were made in phraseology

CANAL ZoNE ' -
Applicabllity of sectlon to Canal Zone, see sec..lon 14 of
this title. _
' SzertoN REFERRED TO IN OTHER SECTIONS
This section 15 referred to In section 14 of this title; title
50 section 823.

§797. Pubiication and sale of photographs of defense
installations.

On and after thirty days from the date upon which
the President defines any vital military or naval in-
stallation or equipment as being within the cate-
gory contemplated under section 795 of this title,
whoever reproduces, publishes, sells, or gives away
any photograph, sketch, picture, drawing, map, or
graphical representation of the vital military or
naval installatlons or equipment so defined, with-
out first obtaining permission of the commanding
officer of the military or naval post, camp, or sta-
tion concerned, or higher authority, unless such
photograph, sketch, picture, drawing, map, or graph-
fcal representation has clearly indicated thereon that
it has been censored by the proper military or naval
euthority, shall be fined not more than $1,000 or
Imprisoned not more than one year, or both. (June
25, 1948, ch. 645, 62 Stat. 738.) ’ ’

' ' LEGISLATIVE HISTORY
Reviser's Note.—Based on sectlons 45 and 45b, of title

80, U. S. C,, 1940 ed., War and Natlonal Defense {Jan. 13,

1938, ch. 2, §5 1, 3, 52 Stat. 3). -

Punishment provision of sectlon 45 of title 50, U. S. C,,
1940 ad., War and Na'lonal Defanse, !s receated. Words
"upen conviction” were deleted as surplusaze since pun-
ishment cannot be imposed until a conviction 1s secured.

Minor changes were made in phraseology.

‘ Canar ZonNz
Applicability of sectlon to Canal Zone, see section 14 of
this title.
SecTioN REFERR¥D TO IN OTHIR SECTIONS

This section is referred to In section 14 of thls tme title
S0 section 823,

1
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§ 193. Dlxlo:ure of clasmﬁed information.!

(a) Whoever kmowingly end willfully communi-’
cates, furnishes, transmits, or otherwise makes
available to an unauthorized person, or publishes, or
uses in any manner prejudicial to the safety or in-
terest of the United States or for the benefit of eny
foreign government to the detriment of the United
States any classified information—

(1) concerning the nature, preparation, or use
of any code, cipher, or cryptographic system of
the United States or any foreizn government; or

(2) concerning the design, construction, use,
maintenance, or repair of any device, apparatus,
or appliance used or prepared or planned for use
by the United States or any foreign government
for cryptographic or communicabion intelligence
purposes; or

(3) concerning the commumcatxon intelligence
activities-of the United States or any foreign gov-
ernment; or

(4) obtained by the process of commun.catlon
intelligence from the communications of any
foreign government, knowing the same to have
been obtained by such processes—

Shall be fined not more than $10,000 or imprisoned
not more than ten years, or both.
(b) As used in subsection (a) of this section—

The term “classified information™ means informa-
tion which, at the time of a violation of this section,
is, for reasons of national security, spaciflcally desig-
nated by 2 United States Government Agency for
limited or restricted dissemination or distribution;

?‘he terms “code,” “cipher,” and *‘cryptographic
system” include in their meanings, in addition to
their usual meanings, any method of secret writing
and any mechanical or electrical device or method
used for the purpose of disguising or concealing the
contents, sxgmﬁcance or meanings of communica-
tions;

The term “foreign government” includes in its .
meaning any person or persons acting or purport-
ing to act for or on behalf of any faction, party,
department, agency, bureau, or military force of or
within a foreign country, or for or on behalf of any
government Or any person or persons purporting to
act as a government within a foreign country,
whether or not such government is recognized by the
United States;

The term “communication intelligence” means all
procedures and methods used in the interception
of communications and the obtaining of informa-
tion from such communications by other than the
intended recipients;

The term “unauthorized person” means any per-
son who, or agency which, is not authorized to re-
ceive information of the categories set forth in sub-
section (a) of this section, by the President, or by
the head of a department or agency of the United
States Government which is expressly designated

by the President to engage in communication in-

telligence activities for the United States.
(c) Nothing in this section shall prohibit the
furnishing, upon lawful demand, of information to

1 So enacted. See second sectlon 798 enacted on June

) 30, 1953, set out below.
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any regularly cbnstirpted commitiee of the Senate
Amerlca, or jolnt committe= heareof.

(Added Oct.
31, 1951, ch. 655, § 24 (2), 65 S:z23. 719 :

CavaL Zo~z

- Applicablility of sectlon to Canal Zone, see sectlion 14
of thls title.
Cross Refmrences

Disclosure cf classified information by Government om-
cer or employee, see section 783 (b), (d) cf Title 50, War
and Natlonal Defense. <

Federal retirement beneflts, forfelture upon convliction
of offenses described urder this sectlon, see sectlon
8312 of Title 5, Government Organization and Employees.

Forfelture of veterans’ benefits upon conviction under
this section, see section 3305 of Title 38, Veterans® Benefits,

S=CTION REFERRED TO IN OTHER SECTIONS

This sectlon is referred to In title 5 sectlon 8312: title
38 sectlon 3305.

§ 798. Temporary extension of section 794.

The provisions of section 794 of this title, as
amended and extended by section 1 (a) (29) of the
Emergency Powers Continuation Act (65 Stat. 333) .
as further amended by Public Law 12, Eighty-third
Congress, in addition to coming into full force and

.effect in time of war shall remain in full force and
effect until six months afier the termination of the
national emergency proclaimed by the President on
December 16, 1950 (Proc. 2912, 3C. F. R., 1950 Supp.,
P. 71), or such earlier date as may be prescribed by
concurrent resolution of the Congress, and acts
which would give rise to legal consequences and pen-
alties under section 794 when performed during a
state of war shall give rise to the same legal conse-
quences and penalties when they are performed
during the period above provided for. (Added June

- 80, 1953, ch, 175, § 4, 67 Stat. 133.)

. REFERENCES IN TEXT

-Bectlon 1 (a) (29) of the Emergency Powers Continua-
tlon Act (68 Stat. 333) as further amended by Public
Law 12, Eighty-thira Congress, referred to in the text,
was formerly set out as a note under section 791 of this
title and was repealed by section 7 of act June 30, 1953,

Proc. 2912, 3 C. F. R., 1950 Supp., p. 7!, referred to in
‘the text, s an erroneous citatlon. It should refer to
Proc. 2914 which s set cut as a note preceding section 1
of Append!x to Title 50, War and Nattonal Defense,

) Canan Zove
Applicabiiity of section to Canal Zone, see sectlon 14 of
this tltle. . . :
SeECTION REFERRED TO 1¥ OTHER SECTIONS
This sectlon is referred to In section 14 of this title.

§799. Violation of regulations of National Aeronautics
and Space Administration.

Whoever vnllfully shall violate, attempt to violate, |

or conspire to violate any regulation or order pro-
mulgated by the Administrator of the National
Aeronautics and Space Administration for the pro-
tection or security of any laboratory, station, base
or other facility, or part thereof, or any aircraft,
raissile, spacecraft, or similar vehicle, or part
thereof, or other property or equipment in the
custody of the Administration, or any real or per-
sonal property or equipment in the custody of any
contractor under any contract with the Admini-
stration or any subcontractor of any such con-

'So enacted. See first section 798 enacted on Oct. 31,
1551, set out above.

TITLE 13 —CRIMES AND

CRDMDNAL PROCIDTRE . Page 4244

tractor, shall ba fned not more than $5,000, or

imprisoned not more than one year, or both. .

(Added Pub. L. 85-558, title ITI, § 304 (c) (1), July
29, 1958, 72 Stat. 434.) '

CODIFICATION
Sectlon was ‘added by subsec. (c) of sectlon 2304 of
Pub. L. 85-568. Subsecs. (a) and (b) of sectton 3C4 are
classified to section 2433 of Title 42, The Publie Health
and Welfare. Subsec. (d) of sectlon 304 is classtifed
to section 1114 of this tiile. Subsec. (e) of section
304 Is classified to section 2456 of Title 42.
Canar ZoNE
Applicadbllity of section to Canal Zone, see section 4
of this tlitle.
SECTION REFERRED TO :N¥ OTHER SECTIONS
Thols section is referred to in section 1t of this ritle.

Chapter 39.—EXPLOSIVES AND OTHER
DANGEROUS ARTICLES

Sec.

. 831. Deflnitions.

832. Transportation of explosives, radloactice materisls,
etiologlc agents, and other dangerous articles.

833. Marking packages contalalng explosives and other-
dangerous artlcles,

. 834. Regulation by Interstate Commerce Com.mlsslon;

833. Adminlstration.

836. Transportatlon of fireworks Into State pronibitng

sale or use.
AMINDMENTS

1970—Pub, L. 91-452, title XI. § 1108(b)(2). Oct. 15.
1870, 81 Stat. 960, struck out item 837,

1960—Pub. L. 86~710, Sept. 6, 1960, 74 Stat. 808, sub-
stituted “Other Dangerous Articles” for “Combus:idiss~
in the chapter heading, “explosives, radioaciive materials,
etlologlic agents, and other dangerous articles” for “drzse
mite, powder and fuses” in ftem 832, “Marking paciages
containing explosives and other dangerous articies” fcr
“Transportation of nitreglycerin® in item 833, “Regulation
by Interstate Commerce Commission” for “Marklrg pack-
ages containing explosives” {in item 834, and “Admintstra-
tion” for “Regulations by Interstate Commerce Comsis-
ston” in item 835. -

Pub. L. 86-449, title II, § 204, May 6, 1960, 74 Stat. €8,
added item 837. )

195+—Act June 4, 1954, ch. 261, § 2, 68 Stat. 171, added
item 838.

§ 831. Definitions. ) .
As used in this chapter— -

Unless otherwise indicated, “carrier” means any

person engageqd in the transportation of passengers
or. property by land, as a common, contract, or pri-
vate carrier, or freight forwarder as those terms
are used in the Interstate Commerce Act, as
amended, and officers, agents, and employees of
such carriers. - .-

“Person” means any individual, firm, copartner-
ship, corporation, company, association, or joint-
stock ~ association, and includes any trustee, .
receiver, assignee, or perscnal representative thereof.

“For-hire carrier” includes common and contract
carrlers. - B

“Shipper” shall be construed to include officers...
agents, and employees of shippers. . = . Do :

“Interstate and foreign commerce” means com-
merce between a point in one State and a point in.

another State, between points in the same State
through another State or through a foreign country. -

between points in a foreign country-or countries

through the United States, and commerce between -

a point in the United States and a point in 2 foreign.
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P orales, shall make availabls’ fo- pudlic inspectisn

- CullT

" and copying—

(A) final opinions, including toncurTing angd -
- ]1
w .

dissenting opinions, as
adiudication of cases;
(B} those statements of Polcr and interpreta-
tions which have been adopted 57 the a2z32ncy and
are nol published in the Federal Register: and
(C) administrative staff manuals and instruc-
tions to staff that aflect a member of the public;
unless the materials are bPrompily published and
copies ofered for sale. To the extent required to
prevert a clearly unwarranted invasion of personal
privacy, an agency may delete identifying details
when it makes available or publishes an opinion,
statement of policy, interpretation, or stafr manual

as erdess, made in the

or instruction. However, in each case the justifica- .

tion for the deletion shall be explained fully in writ-
Ing. Each agency also shall maintain and make
available for public inspection and copying a current
index providing identifying information for the pub-
lic 25 to any matter issued, adopted, or promulzated
- after July 4, 1967, and required by this paragraph
-to be made available or published. A final order,
_opinion, statement of policy, interpretation, or staff
manual or instruction that affects a member of the
public may be relied on, used, or cited as precedent
by an agency against a party other than an agency
only if— - : -
(1) it has been indexed and either made avajl-
"able or published as provided by this paragraph:
or

the terms thereof.
(3) Except with respect to the records made
available under paragraphs (1) and (2) of this sub-

records made in accordance with published rules
stating the time, place, fees to the extent authorized
by statute, ang Procedure to be followed, shall make
the records bromptly available to any person. On
complaint, the district court of the United States in
the district in which the complainant resides, or has
his principal place of business, or in which the
" agency records are situated, has jurisdiction to en-
Join the agency from withholding agency records
and to order the production of any agency records

_ Improperly withheld from the complaint. In such

a case the court shall determine the matter de novo
and the burden is on the agency to sustain its action,
In the event of nhoncompliance with the order of the
court, the district court may punish for contempt
the responsible employee, and in the case of a uni-
formeaq service, the responsible member. Except as to
Causes the court considers of greater importance,
pProceedings before the district court, as authorized
by this Paragraph, take precedence on the docket
over all other causes and shall be assigned for hear-
ing and trial at the earliest practicable date and
expedited in every way. . i

(4) Each azency having more than ore member
shail mainiain and make available for aublic inspec-
tion a record of the fina) votes of each member in

" €very agency proceeding, : '

R 1Y) the party has actual ang timely notice of

section, each agency, on request for identifiable
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(9} This'section does not.apply to matters that
are— ’ . .

(1) specificaliy required by Execulive order to
be kebt secret tn the interest of the national ge-
fense or foreizn policy:

(2) related solsly to the internal personnel rules’
and practices of an agency:

(3) speciically exempted from disclosure by
statute:’ )

{4) trade secrets and commercial or financia]

- Information obtained from 2 person and privilege

or confidential; B

(3) inter-agency or intra-agency memoran-
dums or letters which would not be available by
law to a party other than an agency in litigation
with the agency: .

(6) personnel ang medical files and similar files
the disclosure of which would consiitute a clearly
unwarranted invas_ion of personal brivacy:

(¥D) investizatory files compiled for Jaw enforce-
ment purposes except to the extent available by
law to a party other than an agency;

(8) contained in or related to examination, op-
erating, or condition reporis prepared by, on be-
half of, or for the use of an agency responsible
for the regulation or supervision of financial in-
stitutions; or :

+€9) geological and geophysical information and
data, including maps, concerning weils.

(¢) This section does not authorize withholding of
information or limit the availability of records to
the public, except as specifically stated in this sac-
tion. This section is not authority to withhold infor-
mation from Congress, (Pub. L. £9-554, Sept, 6, 1958,
80 Stat. 383; Pub. L. 90-23, § 1, June 5, 1967, 81 Stat.
54.) :

HISTORICAL AND _EmsmN NoTtEes

Revised Stctutes ang
Statutes at Large .
June 11, 1945, ch. 324, §3,
. 60 Stat. 238,
In subsection (b) (3), the words “formulated and” are -
omitted 23 s'urplusage. In the last sentence of subsection
(b), the words “In A1y manner” are omlitted as surplusage

Deriva-
tion U.S. Code
———— 5 U.S.C. 1002

.since the prohibition I1s all inclusive.,

Standard changes are made to conform with the defni.
tlons applicable and the style of this title as outlined in .
the preface to the report. .

. . AMENDMENTS . "
1967—Subsee. (a). Pub. L. 80-23'substituted the {ntro-
ductory statement requiring every agency to make avali-
able to the public certaln information for former in-
troductory provlsion excepting from disclosure (1) any

function of the United States requiring secrecy in the
public interest or (2). 2ny matter relating to lnternal -
management of an agency, now covered in subsec, (b) (1) - ]
and (2) of this section, : ’
Subsee. (a)(1). Pub, L. 90-23 lncorporated provisions.- .

- Of: former subsec, (b)(1) in (A), Inserting requirement of

publication of namss of officers 23 sources of information
and provision for public to obtatn decislons, and deleting
publication requicement for delegations by the agency of
final authority; former subsec. (b) (2), introductory part,
in (B); former subsec. (b)(2), concluding part, in (C),
luserting pubilcation requlrement for rules of procedure -
and descziptions of forms avalladle or the places at which -
forms may be obtitaal; formar suds2c. (B)(3), inseoduc-, -
tory part, in (D). insecting requirement of jeneral apolt- -,
cability of substactive rules and Interpretations, added -
clause (E), substituted exemptlon of any person from .

- fallure to resort to a1y matter or from belng adversely

affected by any matter required to be published in the -
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THE EXECUTIVE'S RIGHT OF PRIVACY: AN UNRESOLVED
‘ CONSTITUTIONAL QUESTION

JOSEPR W, DISHOP, JR.T

A CONSTITUTIONAL question of the first importance, raised in more or less

4+ acute form in practically every adniinistration {rom Washington's lo Lisen.
hower's, is, singularly enough, stilt wide open. YThat question is the constitu-
tional power of the executive to withhokl information from the legiskiure. 1t
seems to be no nearer settleiment today than it was in 1292, when President
Washington announced the right of the exceutive to exercise its discretion in
communicating exccutive docunents requested by a committee appointed hy
the House of Representatives “to inquire into the causes of the failure of the

. late expedition under. Major General St Clair,'

A regular reader of the newspapers need reflect but brielly to realize the
tremendous political importance of the problem. The files of the exceutive
bulge with docwnents which Congressinen, from the best and worst motives,
are cager to examine and which burcaucrats, also from the best and worst
motives, are determined to keep to themselves. Many of these docaments, if
published, would certainly cause headlines and headaches all across the nation,
and some might create a stir in foreign chancelleries-—a prospeet from which
the average legislator, especially if he be up for re-clection, shrinks about as
much as Brer Rabbit shrank from the briar pateh, but which may camse ex-
quisite pain to the executive branch, An example: among the lage number
of dossiers maintained by the FBI and the various intelligence and security
services in the Pentagon there are inevitably some whose subjects are persons
of luml or natiun..\l prominurt‘c' MTn'y stich dossiers Lonlain "de rw':lln)r'\‘" i

ﬂ)epu(y General Counsel of the Army, ju|y, l')S" to (lc(ulu 1 19( B
Counsel in August and September, 1953, Member of the District of Columbin and )
York Uars, -

1. Sec Dinptry, Prestoent AND Lum,un.s 40-41 (IM7). On this occasion, the
President found no papers which might ot properly e inspected by Congress, 1t four
years later the problem recurved when 2 committer of the Tlouse deminded copies of the
instructions and other documents empluyed in connection with the wegotistion of u treaty
with Great Britain, This time Washington found that “a jost regard 2o the Constitution

and to the duty of my eflice, wider all the circumstances of this case, forbids o cusnpliance

with your request.” 1 Ricuanpson, Mussaces anv Pavers oF Tue Pursnaciyy 18
(1877).

2, The inclusion in @ file of such information ducs not, of course, mean that it is tive, -

or even that the agency thinks it is true. The investigators simply collect all wvailible

g xtpuaddy ‘.
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August 25, 1975
TO : Honorable Michael Harrington
Attn: Rob Saltzman :
FROM : American Law Division
SUBJECT: ngislative History of House Rule XI, §§2(e)(2) and 2 (k) (7)
This is in response to ydur request for ablegislative history
of §§2(e)(2) and 2(k) (7) of House Rule XI, dealing with access by
" Members of Congress to committee files.
) Aé'diséussed with your office, no interpretative material -
. .( " was found in the _éoufse of these legislative histories. However, it

is hoped the following information will be helpful.
House Rule XI, §2(e)(2); reads:

"(2) All committee hearings, records, data, charts, and
files shall be kept separate and distinct from the congres-—
sional office records of the Member serving as chairman of
the committee; and such records shall be the property of
‘the House and all Memoers of the House shall have access: -
thereto." ‘

" . This provision was originally §202(d) of the Legislative
Reorganization Act of 1946 (60 Stat. 812). There was no House Report

on this measure (5. 2177, '79th Congress), and the report of the Joint .

Committee on the Organization of Congress, which drafted many of the

provisions which were included in the 1946. Legislative Reorganization

‘ - u\_:‘_'
Act, made no mention of this language in its discussion of Committee

‘ - '~ Hearings and Records:

&
¥
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5. Committee Hearings and Records

Recommendation: That all commit(ees set aside month-

! " ly docket days for the public hearing of Members who have

: ' : : bills perding before them; that commiftees set regular
mecting days for the consideration of such business as the -

; committce determines; that complete récords of all commit-

E tee proccedings (except executive sessions) be kept; that

. : atlendance records be kept; and that a record of the votes of

' 2ll Members on bills and amendments when a record vote is

demanded be printed in the Congressional Record.

Criticism of conditions that handicap the individual Member of
Congress ns well as committec members was voiced in our hearings.

Tacse include the frequent inability of a Memnber of Congress to
obtain a hearing on legizlation which he has introduced.

Hundreds of bills introduced by Members of Congress are never
considered cven for a brief period by the committees to which they
nre referred.  Tn order to get & hearing by the committee having thelr
fegislation in charge, Members must informally solicit committeemen
for the privilege of even a brief cursory appearance. This tends to'
hottle up ]egisfnt.ion originating in Congress itself, while the right-of-
way is generally given to legislation originating in the executive'
lepartments, : .

To correct this sometimes arbitrary discriminetion against the bills” P
of Members of Congress and committeemen themselves, we propose _ |
‘ that a regular period each month be set aside by the standing com- -

' mittees when Members who have introduced bills may sppear and
publicly explain them, outline their support, and ask the fuﬂ commit-
tee to decide whether extended hearings shall be held. :

In order further to facilitate sclf-rule by the committees, it is -
rccommended that each standing committee fix regular weekly, -
hiweekly, or munthly meeting days when the committee will be in .
scssion at stated hours for the transaction of any business that com-
mittce members themselves may determine. Extra meetings in
addition to the regularly stated sessions would be called by the:
chairman. : : , . :
: , All committees should be required to keep a complete record of all
i rommittee proceedings, except executive sessions. Such records
' would include the attendance of Members at committee sessions
nnd the votes of all members of the committee on bills and amend-
nments on which a record vote is demanded. Such record votes
‘hould be printed in the Congressional Record.

§ | ' - | - - (p. 7)
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This provision appears to have received no discussion on.

the House floor during consideration.of the bill (92 Congressional

Record 10037-10104, July 25, 1946), or during Senate discussions
(June 6-10, 1946). There was again no House Report and no applicable
debate on the floor..

In his volume Deschler's Procedure, a surmmary of the modern

precédents and practices Qf.the House of Representatives in fhe 86th
through 93rd Congresses, former House Parliamentarian Lewis Deschler
gives certain exampies-of instances where this provision was employed
. to prbhibit the discussion of executive commit;ee transcripts on the
House floor. |
On June 3, 1960, a Member of the Housé”requestedffhat he be

allowéd to quote from materials he had filed with the Committee on
House Administration in order to refute charges made agéinst him in-

a newspaper article which had stated that he had improperly billed

the Congress for personal expenséémincurred‘on a fact-finding tour.

It was held that he could not do so unless the Committee had,

specifically authorized the action ;{106 Congressional Record 11820).

On June 26, 1961, a Member attempted to paraphase a tran-

script of an executive session held by the House Public Works

-

Committee, only to have ‘a point of order raised that such action was

improper. This led to the following exchange:
MR. ALGER. Is it appropriate to announce to the
Members they may see the tran§bript if they go to the

Committee on Public Works?

'THE SPEAKER pro tempore: That is within control of the
Committee. :

MR. ALGER, I am thinking of a certain section of the

Annraoved Far Release 2006 4 - A-RDP91-00966R000800020011-1
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House Rules. . . that Committee executive meeting
transcripts are available to any Member of the
Congress who wants to see 1it.

THE SPEAKER pro tempore. That is correct, but it is still
within the jurisdiction of the Committee. )

(107 Congressional Record 11233)
When such use has been authorized, however, the transcripts

may be freely quoted; see, for example,.113 Congressional Record 8411,

April 5, 1967, in which information from an executive session of the
Committee on House Administration‘was dlscussediln connection w1th a
. Resolutionh to establish a House Committee on Science and Astronautics
(H. Res. 312).
Slmllarly, information which has been formally released'

by a Committee may be quoted without penalty; e.g., 118 Congre331onal

Record 14348-14434, April 26, 1972, concerning the so-called "pentagon
. Papers;“ | |

This language has noﬁ been amended eince the date of its
enactment.

‘With respect to §2(k) (7) [("No evidence or testimony taken
in executlve session may be released or used in publlc sessions without
the consent of the com@lttee"), thls‘prov1sion was contalned in H. Res.
151,,84th’Congress,iwhich established the investigative hearing

procedures now found in House Rule XI, §2(k)(1) and §§2(k)(3) through

2(k)(8)f The debate on this Resolution primarily concerned the rights’

of witnesses at such an investigative hearing and the requirement

that the committee chairman in his opening statement announce the

subject of the investigation. No references to section "o" of the B
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Resolution, the pertinent provision; were found in the course of’
|

debate (101 Congressional Record 35693585, March 23, 1955). The phrasé

has not been amended since its enactment.

SC N A Aeimen.
Rita Ann Reimer
Legislative Attormey

. “-l-.;‘82-- :
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WASHINGTON, D.C. 20540

July 16, 1975

Vi

To: Honorable Michael Harrington -
‘ Attention: Mr. Rod Smith

From: American Law Division

Subject: Discussion of the Resp6n51b111t1es oif Members. of Congreés
concerning access to and disclosure of classified 1nfonnat10n
.under House Rule XI (k) (7) and related matters.
This ié in.‘response to ybur request for a memorandum discussing
- éuestions relatefi 155 thé operation of House Rule XI (k)(7) and related
matters. | -
* House Rule XI i(k) @)) provides_"No e_\.lidenvc_e ér te;timony taker
. - ' in executive session ;nay b;a re‘leased: or used in public seé_sions without th;
.consent of the committee." Tﬁe lggislativé history does not provide‘ény
special gqidahce as to the meaning of th_e rulé. |
This rule has bee};x conétrued on several occasions tp’pfohibit
pﬁblic disclosure of eviéence received by a c<;r.1gressionavl committee in

executive sessions without the consent of the committee. (107 Cong. Rec.

p. 11233 (June 26, 1961): 118 Cong. Rec, p. 14348-14434 (April 26, 1972)).
| House Rule XI (2)(a) directs each "Sténding committee of ‘tl;xe"f'HOu'Se
-t_c;_ adopt wr:i:tt:en rules governing its ;pfdcedure which ére not inconsist-:ent
~with the Rules of ‘the House.' Pursﬁant; pb_ this authority, the House Committee

b T e
on Armed Services adopted Rule 10 on February 27, 973 governing the protec-

tion of classified security information received by the committee. 7 Rule 10

. L of the committee provides in part that "All national security informatio. %
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bearing a classification of secret or higher which has been received by

the committee or a subcommittee of the Committee on Armed Sarvices shall

LN

‘be déemed to have béen received by the committee in executive éession and
. shall be given appropriate safekeeping.” Rule 10 further-prbvides that "The
chairman of the full committée shall establish such proéedures.as in his
judgment may be necessary to prevent the ﬁnauthorized disclosure of any
national securi;y information rgéeived by the committee claésified as
secret or hiéﬁer. Such procedures shall, howeﬁer, insure access to this
information by ény member of the committee or any member of the House of
Represeﬁtatives wﬁo has requested the opportunity to review such material.™
'The Chairman of the Armed Services Committee promulgated the
‘w: . ,,foilowing rules od April 3, 1973 governing access and- disclosure of clas-

_sified information in the possession of the Armed Services Committee.

BULES OF THE HOUBE ARMED BERVICES COM!{!TTB}: TO HE FOLLOWED BY MEMBERS OF,
CONGRESS WIHO WISH TO READ CLASSIFIED INFORMATION IN THE COMNITTEE rres: |

(1) Classified Information will be kept in secure rafes in the commlttee rooms.:
. Members will be admitted to the reading room (Room 2114-A) affer inguiring!
; of the Executive Secretary in Roomn 2120, extension 34151. : - :
+ {2) Befoure recelving access to such cluxsified information Members of Congress:
will be required to identify the document or Informativon they desire to read,
identify themselves to the staff member assigned and sign the Secret Informationi
Sheet, If such Is attached to the document, o
(3) The reading room will be open during regular committee hours. . ‘
(4) Only Members of Congress may have access to such information. '
_. {5) Such information may not be removed from the rending room, and a staff, "
Cmember will be present at all times, . - : !
(6) The staff member will mainfain an access st (log) identifying the Mem-;
ber, the material and the thme of arrival and departure of all Members baving
such access to such classified informatiomn. . . . l
(7) A staff representative will envure that the classified documents used by, -
the Member ere returued to-the proper custodian or to original safekeeping as;
appropriate. : i
(8) No notes, reproductions or recordings may be made of any portion of such
classified information. .
; : : © {(9) The contents of such classified jnformation will not be divulged to any

unauthorized perron in any way, form, shape or mauner. : .
i . ) N (10) The log will contain n statement acknoswledged Ly the Member's signature- :
o that be bas read the committee rules and will hqnor them. IO - )
- ) __‘.?’f’ X . [ ]
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It is apparent from Rule 10 that these procedures gorern the

-accesshto classified committee files by Members of the Armed Services

Committee as well as Members of the House generally.

-

Your inquiry asks for information concernlng the scope of

rule 9 establlshed by the Chairman to govern access to and disclosure of

classified information. Since Rule 4 provides that only Members of Congress

rMemhers could only»disclose this information to other Members or Congress.

‘However, it would appear more plau51b1e to argue that a Member who was

‘the information .to 2 non-Member if the non-Member had been explicitlonr

implicitly authorlzed by the committee to receive such information.” The

~himself authorlzed to examine the classified information could only dlvulge

Bolling report of the House Committee on Commlttees of the 93rd Congress

had recommended that House staff undergo a formal securlty clearance before

they could be'authorized by a conmitteefto have access to confidential
information in the commlttee s posse351on. (H. Rept. 93-916, Part 11,

pp..93—98, 93d Cong., 2nd Sess). Although thlS recommendatlon was. not

about the d1sclosure of class1f1ed 1nformat10n to unauthorlzed persons.

Thus the question whether a Hember could divulge c13551f1ed information to

-

;his personal staff would appear to turn upon how explicitthe commlttee

absence of legislative history or prior precedents on thls question, it woul

:‘
‘appear speculative to venture an answer.

_ n°.:lu:ou u '-1

‘adopted by the House, the report reflects a "concern of many House Members

_authorization ofvsuch disclosure by a Member to his staff must be; In~the

- shall have access to this confidential information, it would be argued that

g
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In answer to your further question whether a House rule can re-
move é Member's responsibility to report criminal activity fo the apprbpriéte
authofigies, it would seem that a Housé rule bn s%crecy_might not of
itself abridge the ogeration of any criminal lawsgthat would establish .

a legal duty or responsibility to report criminal!conducé._ But it may;
be questioned whether theré is any criminal law wﬁich establishes a»duty'f

to report criminal conduct in the face of such internal House secrecy

' provisions authorized by Article I, section 5 of the Constitution. A

Member might be faced with'serious moral or ethical responsibility in
such a situation even if:there would be no strictly legal responsibilit&
toAdisciose this information.

'In response to your questibn on what sanqtions are available
to enforc¢ House rule XI (k;(7) and related committee rules, it would appear
that under Article I, Section 5 of the Cénstitution, tﬁe House could take

various disciplinary actions against a Member which could include reprimand,

‘censure, and even expulsionﬂ‘ There appears to be no specific precedent for

.iﬁposing sanctions against a Member for the violation of House Rule XI (k) (7).

Under House Rule X (4) (e), the House Committee on Standards of Official

Conduct is authorized to investigate alleged violations of House rules,

‘regulations or other standard if official conduct by a Member and to recom-

ment such action as the Committee deems appropriate.

-
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"”u. Staff and assxstance utilization of Federal de-

partments and agencies; armad protection.

The Joint Committiee is empowered o appoint and
fix the compensation of such exparis, consultants,
technicians, and staff employess as it deems neces-
sary and advisable. The Joint Ccmmittee is au-
thorized to.utilize the serviczs, information, facilities,
and personnel of the departments and establish-
ments of the Government. The Joint Committee

" is authorized to permit such of its members, em-

ployees, and consultants as it deems necessary in
the interest of common defense and security to carry
firearms while in the discharge of their official duties
for the committee. - (Aug. 1, 1946, ch. 724, § 205,
as added Aug. 30, 1954, ch. 1073, § 1, 68 Stat. 957.)

§ 2236, Classification of information.
The Joint Committee may - classify information

originating within the committee in accordance with

standards used generally by the executive branch

tor classifying Restrictzd Data or defense informa-

tion. (Aug. 1, 1946, ch. 724, § 206, as added Aug. 30,
1954, ch. 1073, § 1, 68 Stat. 957.)

§2257. Records.

The Joint Committee shall keep a complete rec-
ord of all committee actions, including a record of
the votes on any question on which a record.vote is
demanded. All committee records, data, charts, and
files shall be the property of the Joint Committee
and shall be kept in the offices of the Joint Com-

mittee or other places as the Joint Committee may"

direct under such security safeguards as the Joint
Committee shall determine in the interest of the
common defense and security. (Aug. 1, 1946, ch.
724, § 207, as added Aug. 30, 19534, ch. 1073, § 1, 68
Stat. 957.)

SUBCHAPTER XVII.—ENFORCEMENT OF
CHAPTER
ana Provisions

Provisions similar to those comprising this subchapter
were contained in section 18 of act Aug. 1, 1948, ch. 724,
60 Stat. 773 - (formerly classified to section 1816 of this
title) prior to the complete amendment and renumber-
Ing of act Aug. 1, 1946 by act Aug. 30, 1954, ch. 1073, 68
Stat. 921.

§2271. General provisions. '

(a) To protect against the unlawful dtssemmatlon
of Restricted Data and to safeguard facilities, equip-
ment, materials, and other property of the Commis-
slon, the President shall have authority to utilize
the services of any Government agency to the extent
he may deem necessary or desirable.

(b) The Federal Bureau of Investigation of the
Department of Justice shall inyestigate all alleged
or sugpected criminal violations of this chapter.

(c) No action shall be brought against any indi-
vidual or person for any violation under this chapter

-‘unless and until the Attorney General of the United

States has advised the Commission with respect to
such action and no such action shall be commenced
except by the Attorney General of the United States:
Provided, however, That no action shall be brought
under section 2272, 2273, 2274, 2275, or 2276 of this
title except by the express direction of the Attorney
General: And provided further, That nothing in this
47-500 O—71—v0l. 838

PUBLIC rK‘..&LTH AND WELFARE

Appe*xdlx 11
- §.2273

'subsection shall be construed as applying to admin-

istrative acdon taken by the Commission. (Aug. 1,

1946, ch. 724, § 221 as added Augz. 30, 1954, ch. 1073,

§ 1, 68 Stat, 958, and amenrded Dec. 24, 1969, Pub, L.

91-161, § 5, 83 Stat. 445.)

AMENDMENTS

1969—Subsec. (¢). Pub. L. 81-161 provided that notbirg
in this subsection should be construed to apply to admin-
istrative action taken by the Commisston.

§ 2272, Violation of specific sections.
Whoever willfully violates, attempts to violate, or
conspires to violate, any provision of sections 2077,

2122, or 2131 of this title, or whoever unlawfully
interferes, attempts to interfere, or conspires to in-

~ terfere with any recapture or entry under section

2138 of this title, shall, upon conviction thereof, be
punished by a fine of not more than $10,000 or by
imprisonment for not more than ten years, or both,
except that whoever commits such an offense with
intent to injure the United States or with intent to
secure an advantage to any foreign nation shall, upon
conviction thereof, be punished by imprisonment for
life, or by imprisonment for any term of yearsor a
fine of not more than $20,000 or both. (Aug. 1, 1916,
ch. 724, §222, as added Aug. 30, 1954, ch. 1073, §1,
68 Stat. 958, and amended Dec. 24, 1963, Pub. L. 91—~
161, §§ 2, 3(8-) 83 Stab. 444.

AMENDMENTS

1969—Pub, L. 91-161 increased the maximum term of
imprisonment from five years to ten years for the willful
viclation, or attempted violation of enumerated sectlons,
and struck out the applicabllity of the death penalty for
violatlon of the same offenses committed with the intent
to injure the United States, or secure an advantage to

- any foreign nation.

* ErFecTIVE DATE OF 1969 AMENDMENT
Sectlon 7 of Pub. L. 91-161 provided that: “The amend-
ments contalned in sections 2 and 3 of this Act {amend-
ing this section and sectlons 2274-2276 of this title] shall
apply only to ofenses under sectlopns 222, 224, 225, and

226 [this sectlon and sections 2272, 2274, 2275, and 2276 -

of this title] which are committed on or after the date
of enactment of this Act [Dec. 24, 1969]. Nothing in sec-
tion 2 or 3 of this Act shalt affect penalties authorized
under existing law for offenses under section 222, 224, 223,

or 226 of the Atomic Energy Act of 1954, as amended,.

committed prior to the date of enactment of this Act
{Dec. 2%, x969] ’7
CROSS mmcss

Consplracy to commit offense, see section 371 of Title
18, Crimes and Criminal Procedure.

Federal retirement benefits, forfeiture upon conviction
of offense described hereunder, see section 8312 of Title
5, Governmert Organization and Employees.

Forfeiture of veterans’ benefits upon conviction under
this section, see section 3503 of Title 38, Veterans® Beneiits.

SECTION REFERRED TO IN OTHER SECTIONS
This section is referred to in section 2271 of this tille
and title 5 section 8312. )
§ 2273. Yiolation of sections generally.
Whoever willfully violates, attempts to violate, or

conspires to violate, 2ny provision of this chapter - ~

for which no criminal penalty is specifically provided
or of any regulation or order prescribed or issued
under section 2095 or 2201 (b), (i), or (o) of this title
shall, upon conviction thereof, be punished by a fine
of not more than $5,000 or by imprisonment for not
more than two years, or both, except that whoever
commits such an offense with intent to injure the
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Excerpts from the report of the Select Committee on Committee
95

|
i
Protection of Nationgl Defense Secrets and Intelligence \

It is worth noting that some members of the select committee were
especially concerned about the inherent problems of protecting some
unusually sensitive kinds of national security information, such as
those related to our own new technology, und to intelligence collection,
special sources, codes, and identities of agents. Seme such matters are
under special safeguards of law and executive orders. This expressed

! concern did not relate to whether one committee was 2 better protector

¢y dealt : of sensitive information than another; rather, it was related to a belief

" J-oordi- ! that secrets are more likely to remain secret if they are exposed to the
sstives. smallest possible number of individuals. '

Obviously, this real concern clashes with another legitimate concern
that the broad policy issues involved in new technology and in intelli-
gence activities whose details now are closely held require consideration
and review by those with responsibility for policies affected by their
availability and activities.. .

The select committee believes the dangers of the real world are such
as to require very close protection of some classes of defense secrets
and intelligence actjvities. Public disclosure of certain of these items
of information would be unwise and harmful even to the point of
national peril. At the same time, the committee believes that national

. policy made by the Congress without the best infermation available
would risk being faulty and even dangerous. The question of how to
resolve these conflicting needs for closely held secrets and responsible
participation in policy making is deserving of serious study by the

whole Congress. .

The select committee had no desire to change the existing Rules of
the House of Representatives, which in'principle make all its informa-
tion available to every Member. The committee recognized that the
practical application of such a rule on access is different from the stated
principle and that this application can change only to a degree. But as
the issues involved were discussed, it became evident that one of the
primary reasons for problems on access to information in the House is
that the institution has never faced the real issues involved., The hard
fact is that if the highest officials of the executive branch who collect,
mterpret, and control sensitive information believe that sharing it
with Congress will lead to its public disclosure, they will not make

it available, even when committees go into executive session to receive

such information. . _

There is also another special dilemma of information sharing be-
tween these independent branches of Government: Yhile most clas-
sified matters of the greatest sensitivity are mutually agreed upon as
requiring continued secrecy, a few crucial issues have been clussified
elther because they conflict with the policies put forth by the President,
or reflect events in some fashion embarrassing to executive branch
agencies. Finally, there are matters legitimately considered secret by
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“(e)(1) When a Member receives cl
information or data otherwise than in the course of his or her com- a
mittee activities, and believes it is over- or under-classified, he or she 2
may request of the special committee on intelligence that such informa- -
tion or data (in the House) be declassified, or reclassified at another 2y
level, as appropriate. :

- “(2) When a Member receives classified national security informa- - &
tion or data in the course of his or her commitree activities, and
believes it is over- or under-classified, he or she may request con-
sideration of a change in classification by the committee. If the com-
mittee by majority vote agrees to the change, it may request such
change of the special committee on intellicence. .

“(3) The special committee on intelligence, if it agrees with any £
change requested under subparagraph (1) or (2), shall report its agree-
ment with such change to the Speaker and the minority leader, and if -
they concur, the change shall automatically be made. If the decizion -
of the special committee or of the leadership is adverse to such change, <
an appeal may be taken to the floor, in closed door session, ot the -
direction of & majority of any committee. '

““(4) Prior to any action by a Member or commi
committee on intelligence. with respect to the recl
information or data under t

assified national security

ttee or the special
assification of any
his subparagraph, such reclassification

shall be requested of the originator of the information or data, with a ' TECENIC

Z ] response requested within a period of seven legislative days. Such - 0
‘; S action shall not be taken prior to the conclusion of such period except : RES
Ak in case of an eme :

Tgency requiring immediate consideration by the
ouse. : :
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Appendlx 13

RULES OF THE HOUSE OF REPRESENTATIVES

a0 v Rule XXIX. 8914,
se . ~ on the day of the vote shall be closed to the public:
at, - Provided, That this provision shall not hecome ef-
- - : fective until a similar rule is adopted by the Senate.
his o - This clause was added on anuziry 14, 1973 (H. Res. 5, p. '——).
le- ' : ~T
: ' - Rure XXIX.
ate . - o . _
an -SECRET SESSION.
ose . : ‘ - L. -
. B VWhenever confidential communications are
e ; ; t
ith _ 8914, Secret receiv ed from the President of the
- 9 : session of the United States, or whenever the e
‘ ouse. R H
"ﬂi _ ' Speaker or any Member shall inform ~
_ _ the House that he has communications which he
i _ believes ought to be kept secret for the present, the
hich . : . . : .
oro- House shall be cleared of all persons except the -
atst - Members and officers thereof, and so continue dur-
i, 1 . . L
mof - ing the reading of such communications, the debates
zrom N and proceedings ’chereon unless othermse ordered :
°:’:‘!11 - by the House.
p18¢ . . . . .
tting - Co ] This rule, in a somewhat different form, was adopted in 1792, al- )
.ment . - " though secret sessions had been held by the House before that date. B
§ R : * They continued to be held at times with considerable frequency until
; ’ . A' 1830. In 1880, at the time of the general revision of the rules, the House -
o . . concluded to retain the rule, although it had been long in disuse (V,
zet- 1247; VI, 434), :
1 to E - The. two Houses have legislated in secret session, transmitting their
’ ’ ‘messages also in secrecy (V, 7250) ; but the House has declined to be
her bound to secrecy by act of the Senate (V, 7240). Motions to remove
woa . the injunction of secrecy should be made with closed doors (V, 7254).
:(“— . In 1843 a confidential message from the President was referred without
,T » N reading; but no motion was made for a secret session (V, 7233).
ing :
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United Press Internationat

-+ " Michael Harrington' is a

" rebellious - son- of.

. Massachusetts, caught in a

CS legxslahve vise between his

=/ . conscience and .the rules of

7" Congress over 'unauthorized
disclosure of secret govern-

" ment documents,

So was Timothy Plckenng.

It was the winter of 1810, not .
1975, but there is-a stnkmg,
.. similarity between the cases. -
¢+ Pickering was a nauve of
°, Salem, Mass. ..
So:sHarnngton
Pickering graduated from.

Salem before: .
politics.. -« 8¢ §
Se did Hamngton...‘ T

- eutenn_°

- Clay of Kentucky inr.rbduced a

testimony about Central
IntelhgenceAgency acnvmes'_

dxsmphnary hearings ;early
next month that could lead to
. censure and even expulsion.:

.- R
) n~< T iy

. rebellious past: that
precnpxtated his troublam theA
Senate.\ z

¥ Harvard and practiced law in .

& newspaper reporter secret -

in Chile.
Harrmgton lxberal '
Democrat, faces formal

5 eeeﬁe E 83 Ceﬁem’e |

- ByDrewVonBergen - - -

In chkenng s case, he was

censured by a vole of 20 to 7.

_ He then lost a bid for re-
.election, although he later-
servedmthe}{ouse.~~~'- .

I hope we’ve come a !ong‘
way in 170 years,” Harrington
saxdina recent mtemew -

leeHamnoton who avoids

:.the _Washmgton cocktail
circuit and is considered a
loner even among his-fellow

“liberals, P:ckermg ‘had a

e A -

: After takmg part i the
Revolunonary War, heserved
in the Cabinets of George :

.. Washington as Postmaster-*
On Dec. 31,1810, Sen. Henry _General, Secretary of Warand . munications made" by the

}5‘ il X SecretaryofState S e
1’ resolutlon - to:’ censure:
i Pickering forreadmg asecretn./*xfa;\;a:e};gf‘;: wgeu Jm
f"  government letter about a. ~opposed Adam es:ffenrti to
: * . French-American treaty to a- sg&e &fferenc&sswx?h E(lra
publicsession of the Senate.~ - peacefully. In May. 1800, when
-. . On June 18, 1975; Rep. Robm he refused a r uy y tto-;&s
. “Beard'of TennesSee filed a.- -~ from.the Cab?getespmk’ gn - o
" complaint” with . the House - was fired:" r - ermg
~ Ethics Committée calling for-. I;xckecmg retumedfg to
. .~ “appropriate action” against - Mabsachmettsx and’ ~"-bemme =
. - - 'Harrington for discussing with- - .

senatorm 1803 >.}.

Hexrcurredthe wrath ofhm-.-
colleagues when he.took the-"
. Senate flpor in December of
1810 and ‘read a letter from .
Charles Maurice Talleyrand, . -
the Frenchmlruste:offoretgn .
affairs, to the u. S. xmmster at )
Pans

i According
- records, Talleyrand's letter

'Pickering.’violated Senate :

. injunction of secrecy- nof

. Hamngton " he said, “but the "
" use -of the CIA-and govem-f

acuvxty ”

to Senate
purported to deny that the
United States had acquired,
by the Treaty of 1803, any title
~ to Louisiana east of the
Mississippi, L

- Backers of Clay’s censure”
resolution contended

" rules by reading a confidential
-communication sent - the
" Senate by the President, “the

- having beenremoved.”

- Despite the absence of any -
.. written Senate rule regarding
" confidentiality, Clay- cited a
general understandmg that
~*all  confidential ---com-

- ‘President of the United States
“to the Senate, shall, by the
members thereox ‘be. kept_
inviolably secret. . ;% - ..

Two days - after the
r%olunon was introduced, on"
Jan.! 2, 1811, Plckenng was -
ensured. s

T LS

Harrmgton cuntends that - ¥
vmlauon of a House rule 1s.not.
the issue in lns case, - ..

"The issue is- not Mlchae!

ment secrecy in general to<;
short-circuit the democratic !}
process and cover. up 1! egal ¥
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Appendix 16
July 15, 1975 . - _ —
TO : lionorable Michael Harrington ‘ o “ - .
Attn: Rod Smith or John Franzen '
FROM  : American Law Division . _ ' ' S
SUBJECT: l‘evelatlon of C13551f1€d Information by Members of Conm ess
In partial rcsponsé to your request of June 30, we have
prepared the attoched rep01t dlscu551ng the revelation of classi-
fied information by Membérs of Congress. o g ' . L e
T S ' : Rita Ann Reimer
: : ; : ' Legislative Attorney
PN
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REVELATION OF CLASSIFIED INFORMATION BY MEMBERS OF CONGRESS.

In the near1y>two hundred years of its existence, Congress N
has apparently only twice censured Members for revealing classified
-;nfqrmation. In each instance thé Senate, rather than the House'of
" Representatives, was involved (see: "Senate Election, fxplusion, and -
Censure Cases from 1793-1972," Senate Document No. 92-7, 1972, cases © g

nuﬁber 10 énd 20).

\

Senator Timothy Pickering was censured by the Senate on January
2, 1811, for having.read a letter from the French Minister of Foreign

Affairs, Charles Tallyrand, which had been confidentially sent to the.

| Freew]
Senate by the President.
The Resolution as adopted read, "Resolved, that Timothy Pickering,
: a Senator from the State of Massachusetts, having,‘on this day, whilst
i “ : . .
: the Senate was in session with open doors, read from his place certain~
? documents confidentially communicated -by the President of the United
. States to the Senate, the injunction of secrecy not having been removed,
has in so doing committed a violation of the rules of this‘body,"
¥ ' : : . Lo
o o . ' , AL
- _ . ’ ) . : ...\..'-
. ) . . | jae0)
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Although there was no. ;rltten rule to: point atxthét tims;
,enaror Clay successfu11y arnued the ruie to be rhat,."All confi—
dential communications made by the Prenident of the United States
to thevSenate, shail;_by the members thereof, be kent inviolably
secret; and all the'treatiesvwhich may hereafter be laid before the
Senate shall also be kept séqret until the Senare shall by their
resolution take off the injunction of.secreny" (ibid, pp. 6-7).

Senator Benjamin Tappan was censored by the Senate on May 10,
1844, for having given a confidential letter from President Tyler,
dlscu551ng the treaty prov1d1ng for the annexatlon of Tekas and re-

celved during an executive se3510n, to another person to be trans—

mitted for publication in the New York Evenlng Post.

AlthouOh the resolution whlch was orlolnally considered would

_have expelled Senator Tappan for his "flagrant violation of the rules

of the Senate and contempt of its authority," the final resolution

pf.censure provided, "Resolved, that Benjamin Tappan, a Senator from
the‘Statenof Ohio, in furnishing for publication in a newspaper docu-
ments dlrected by an order of the Senate to be printed in confidence

for its use has been guilty of a flagrant violation of the rules of

the'Senate and disregard of its authority." A further‘resolution

fhen adoptéd stated, "Resolved, That, in con31derat10n of the acknow-

ledgement and apology tended by the said Benjamin Tappan for his said

offense, no further censure be inflicted on him" (ibid, pp. 13-14).

o
"
N
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Throughout its ex}sﬁéﬁce, the Zouse of Raﬁresentatives has
ééhsuféd onlyil 'Heﬁbersfénd one Deiegaté. 'Seveh“of these:cases | _ - ' )
. iﬁvolved the use of unparliamentary 1anguagé; two in\;'olved conspiracy
. to assault and“assauit upon another lMember; two involved utterance

of treasonable language; two involved insults to the House by the

intrdductién of offensive resolutions; and five involved corrupt acts
(sce: "Precedents of the HOU;e of Representatives Relating to ﬁx—
L * clusion, Expulsion and Censure," CRS Multilith 73-119A, by Robert L.
: | "Tienken, Senior Specialist in Americaﬁ Public Law, Americén Law Division,
AbrilA1973, p. 211. The 18 cenéure cases are discugsed in detail on
PP. 211-226).

There have; howevef,‘been inéfancés where.Members of Congress
.reveéled classified information but no action was taken against then. r
R Although difficult to document, the following represeﬁtativé cases havé i) o
, . . been found. S . | . - - o -

. ' In 1941, Senator Burﬁon K. Wheeler, an extreme isolationis;; o .
-revealed'the Navy's occupation of Iceland wbile the opergtion was still o
-in progress and the: ships involved were vﬁlﬁerable.to éttacklby eneny

A¥Submaiiﬁes‘(Bishop,_"Thé Exequtive's Right of Privacyﬁ An Unresolved
é,"  ', 'ConstitﬁtionalbQuestion," 66-Ya1e Law Journal 477, FeBruary 1957, p.
| 486, fn. 61y, . |

" In 1971,'Sengtor Mike Gravel read exceréts from top secret_classi—
fied &ocuments (the sélcé}led Pentagon Papers) into the hearings re- : " §
cord of a Subcommittee 6f1§hi§h he was chairman. ; He was never. cen-

t
sured or otherwise reprimanded for this actfon. 1In the case of Gravel
Ry oL Lravel

- Lo , 4

I

1
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v: United Stateg;_éca U.S..6Q6§(1972), the SupreﬁeiCoqrt held that

“ the congressional izmunity which prevented the prosecution of Sena-

tor Gravel for his actions (Article-I, §6, of the Constitution)

applied similarly to a congressional .employee in§ofar as'tbe_employee's
conduct would be>a protectéd legislative act if performed by the Menm-— g
ber himéelf. | \ o » X A _ i
During the impeachment hearings held,by the House Judiciary
~Commitﬁée, confidential transcripts of the White House tapes were re-
- 1eased, along with a letter‘by White Houéé speeéhwriter Patriqk Buchanan
in which he attempted to dissuade other White House employees from under—

taking any attack against Daniel Ellsberg (Congressional Quarterly, June

22, 1974, p. 1603). Information was also leaked concerning Secretary

of State Henry Kissingef and his alleged role in secret, illegal wire- . | e

\,"{“* “tapping activity (Congressional Quarterly, June 15, 1974, p.1541). o -
.Again,'no action ﬁas taken against any of those responsible for these

1eaké.

In the recent case of Eastland v. United States Servicemen's Fund,

o

U.S. » 43 L.W. 4635, decided May 27, 1975, the Supreme Court .
employed extremely broad language in construing the scope of the Speech

or Debate Clause as it applied to the Senate Suchmmitfee'on Internal

Security's investigation of the above service organization. The Fund

e EALERS o )

had claimed its First Amendment fights were violated by a subpoena duces

tecum served by the Subcommittee on the bank where the Fund maintained an

account, ordering the bank to produce all records involving the account.
t .

The Supreme Court held that the activities of the Sepate Subcommittee,

the individual Senators, and the Chief Counsel of éﬁe Subcommittee fall

. within the "legitimate legislative sphere" of activity; and, once this

-

TARDP91-00966R000800020014=1. ..
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appears, these individuzls are protected by the absolute prohibition

' and hence are icmune from judicial interference:

The question ™ to be resolved is whether the actions
~of the petitioners- fall within the “sphere of legisla--

tive activity.” If they do, the petitioners “shall not be
- questioned in any .other Place” about those activities
since the prohibitions of the Speech or Debate Clause

: are absolute, Doe v. Mciillan, 412 U. S. 306, 312-313;"

United States v. Brewster, 408 U. S. 501, 516 (19:2),
Gravel v. United States, 408 U. S. 606, 623 n. 14 (1972);
Powell v. McCormack, 395 U. S. 486, 502-503 (1969);
Dombrowski v. Eastland, 387 U. S. 82, 84-85 (1967);
United States v. Johnson, 383 U. S. 169, 184-185 (1906)
Barr v. Mateo 360 U. S. 564, 569 (1959).

Without exception, our cases have read the Spuech or
Debate Clause broadly to effectuate its purposes.” Kil-
bourn v. Thompson, 103 U. S. 168, 204 (1881); United
States v. Johnson, 383 U. S. 169, 179 (1966); Powell v.
McCormack, 395 U. S. 486, 502-503 (1969); United
States v. Brewster, 408 U. S. 501, 508-509 (1972);
Gravel v. United States, 408 U. S. 606 617-618 (1972);
of. Tenney.v. Brandhove, 341 U. S. 367, 376-378 (1951).
The purpose of the Clause is to insure that the le gisla-
tive function the Constitution allocates to Congress may
be performed mdc,);ndcntly :

(¥

'‘questioned in any other

, L

o
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‘ a o S . “ I‘he mm inities of the QI -eehor th“ Cluuse
| | 7+ were not written into the Constitution simply for
. the perscnal or private benefit of Members of
' ~ Congress, but to protect the integrity of the legis-
| _ lative process by insuring the independence of indi-
' vidual legislators.”” United States v. Brcusler, 408

~U. S. 501, 507 (1971).

In our system *‘the clause serves the additional function
of reinforcing the separation of powers so deliberately
established by the Founders.” United States v. John-
son, 383 U. S, at 178.

(S1ip Opinion, pp. 9-10) | | o | | " | m""‘
In 1948, an effort was made in H.J; Res. 342 to»impose penalties
(a fine noﬁ exceeding $1,000 or imprisonment'not»exceeding one year, or
_both) on any individual who divulged. or made known in any manner what-
ever not prov1ded by law any.lnfor"atlon provided to a commlgtee by the
Executive Branch which the committee had declared to be confldentlal. The
, ‘ main thrust of H.J. Res. 342 wvas to requlre all e#ecutlve departments
! - any information :

"and agenc:Les to make available/to congressional committees when deemed
necessary by thé committees.to enéble 'them f.o properly perform their
dutie.:s,-andvA it was felt these penalties would reduce the likelihqod of B

confidential information being teleased either intentionally or inaé.?
- : vertently. |
| Speaking in o'pp'os'itior_l to this>Resolution', R(}.p. Lansdale Sasscér
noted the possibility or even likelihépd ‘that some classified informa--

.tion would be released:

-

R91 -0-0966R00080002001. 1-1 -
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, . We sty thattheinformad. o
tion nmiay not'gel out. I have beosn in ‘
ifa for 2 cng time. I Rave been
in confrrences with nuinerous true and . , o .
tried pocple, both within and withiout the ] N T . C
. Concress of the United States. But, my ' IR S
. colleagues, if you are in a conference ’ -4
' with over two or three peopie, no matter :
how sincere they may be, if the subject
matter of the conference has to do with :
some matter or Informatlon which is ) . —
secret and other information that is not ’ ’
secret, then after days go by, your recol-
~lection becomes dim as to what is secret
and what fs not secret. If the commit-
, ’ ’ tee is entitlcd to this information, a col-
Jeague may ask you on the floor of the
Ylouse what the infermation was, and .
you begin to rack your mind 2s to what o i
was secret and what was not. Then it :
js.only a short time before the informa-
tion begins to seep oul over your radio
snd through your news commentators. : -
In 2n age when it is necessary for . . S
these deparlments of our Government, : : o
the FBI, the Treasury Department, our
Army and our Navy, to gather secret In-
formation, barriers should not be set up -
to stop the free flow of infcrmation to
departments tihat might make vital use
of it. By the passage.of this legiclation, - ;
we say to the citizens of our country, “If : . N
you give any information to an F3I agent i .
or to an agent, perchance, investigating o : ‘
‘subversive  aciivities or income-tax _ S :
frauds, you may be revealed as the L C ez
source of that information.” If you say : L ’ L Pg
to citizens that information they give in : :
H ) secret to an investigator is not held in- : ) :
I violate, you have immedictely made it - o ST

extremely difficult to combat violations ) I }
of law—to ccmbat communism, if you . = -
will, because certainly American citizens )

are not freely going to give information ’ i . =
which possibly for sccurity reasons of '
their own or for fear of retaliation they
might otherwise {reely give to an agent
for the use or for the good of the Gov- : : : o o e
. ernment. The Government will not get T
such information if the persons who o . :
. S : might give it Xnow that a committce of - ' ' L S E
‘ the Congress may summon for any of ’
these papers and the names of the varl-
ous people who gave the information be-
: . ) come known. It is going to make it ex--
- : C .tremely difficult to obtain not only secret
| ‘ _information, but necessary information :
for carrying on the orderly processes of ., . -
..our Government. .
A situation could have prevailed had
this been law 2t the time—wherc the War
Department could have been summoned
and secret and confidential plans as to
the time and place of the European in-
vaslon might have been obtained, with
disastrous effect to Invading forces.

ln IR ERYTLN IV ]
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2t investigation record which
1'z'r sponsible statements as to
":er of a person belng investi~
ic ,‘\_mdfr this bill, be chiained
‘ yac ntittee of the Congress, and even
taou%h,son’zc o_f the statements given in
‘ ‘ . the investization were unproven and
|

without foundation, but still a » -

ation, t part of ' ' pr——
the fMe, if made public the unroun“ded ' o |
slatcmcnts would be dignificd in the pub- ’ | :
lic mind as being & part of the public
record or an F21 irivestigation.

- (94 Congressional Record 5724-25; Ma}; 12, 1948)

[ 1R
Despite these reservations, the House approved H.J. Res. 342 by a vote
) ) ’ ’ [ 3 as
. of 219-142 (94 Congressional Record 5821; May 13, 1948). However : _f:"
, -
no Senate action was ever taken so the Resolution failed to become law.
On July 1, 1971, Rep. Charles Gubser introduced a constitutional
amendment (H.J.Res. 764) which would have removed Speech or Debate Clause
' imgunity from Members of Congress who disclosed classified information:- éﬂw«
. : A CONSTITUTIONAL AMENDMENT _ _ - ‘ E
‘ _ . ' ON DISCLOSURE OF GOVERN- s T
| » : ' MENT SECRETS AND CLASSIFIED o
. . " INFORMIATION

“r. GUEBSER asted and was given

~ permission to zddress the House for 1

_minute snd to revise and exiend his
remarks.)

Mr. GUESSER. Mr. Speaker, today Iem
introducing a constitutional amendment ] _
which would place Members of the House ) : R e
and Secnate in the same position 2s pri- :
vete citizens who publicly disclose Gov-

ermmment secrets and classified informa-
- -tion. I think it is time that we revoke the
jmmunity given to Congressmen and Sen-
ators who tlake the right to declassify
unto thems2lves and willfully disclose in-
formation classified as “‘top secret.” I feel
sure that the Founding Fathers only In-
tended tn protect Representatives and
Sensators from libel and slander based
upon remarks mdde during the heat of
debate. E .
"3 do not belicve they intended that
Congressmen should have the right to
disclose “top secret” informstion. In this
erca a Member of the House or Senate

should be no betier than a private citi- . o :
zen, They should be as liadle for prose- t - v
cution and suffer the same penalties as » ) :

any other person. %

.
A

‘. ‘ - — — R

. . (117 Congreséional Record 23213-4 =
. - No action was ever taken on this proposal. )




‘ records, data, 'charts, and f1

from

chalrman of the committee....
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House!Rule XX §27(c), reaus in part, "All commlttee hearlnws
B , > P

les shall be kept separate and dlstlnct

the congressional office records of the Member serving as

[A]ll Members of the House shall have ac-

cess to such records.” Our research found no recorded instances where

a Member was refused access to committee records.’

Congress were denied access

on national security or numerous other grounds.

There have, however, been numerous instances where Members of

to information held by .the Executive Branch

These are cited through-

out the transcrlpt of the hearings held on Ekecutlve Pr1v1lege° The

Wlthholdlng of Information by the Executlve
Subcommittee of the Senate Jud1c1ary Conmlttee

and August 4 and 5,

.Laos

" by the Separation of Powers.
s on July 27, 28, and 29;

1971 [hereinafter Executive Privilege hearings].

As noted by Senator Symington, "When I first_ﬁanted to go to

'[in 1970],the . [Laotian] Ambassador sent word he didn't want me to

come because it was Highly classified eperation. So, I didn't go, even

though I was a member of the Armed Services Committee and a menber of the

Foreign Relations Committee."

Laos,

earlier request that he not come.

year,

Senator Symington eventually did travel to

as did staff members of the Foreign Relations Committee.

His flndlngs convinced him he sbould have disregarded the

Senator Roth was given a lengthy list of reasons

(Executive Privilege hearings, pp.

225-226). . o L

» lasting over a

by the Department of Health, Education and‘Welfare, which ekplained

t

i
= %

~.‘.

»
3
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’ uhy tney felt they ShCLlu not ‘comply 1Lh n‘> reques s for 1nf01nat10n

necessary to c0ﬂp11e a su LJe) of all Federal domestic assistance pro—:
grams. He eventually was given the information, after he received the
assistance of other Members of Congress ana the Bureau of the Budget
(Executive Privilege hearings, PpP- 5-6) .

In a slightly different setting, Rep. Robert L. Condoniwas barred

by the Atomic Energy Commission on security grounds from atte?ding a

‘classified‘briefing held in connection with the May 7, 1953, %tomic test

in Las Vegas, because of his alleged earlier Communist ties (Congress

and the Nation, Vol. I, p. 1420; 99 Congressional Record 8790-92, July

14, 1953)

In this regard it should be noted that Members of Congress may ’

be granted access to classified materials without having to undergo the

" normal security checks. However, congressional staff personnel must be
. !

cleared before they are permitted access to.classified documents ("Devel-

.opments in the Law — The National Security Interest and Civil Liberties,"

85 Harvard Law Review 1130, March 1972, p. 1207; see also, "Security and
Loyalty Clearances for Senate Employees," by Harold C. Relyea, Govern-
ment and.General Reseafch Division, CRS, February'18, 1975). |

~ With reference:ﬁo prosecuting a’Membe: of_Congress who revealed

classified information, our research again found no such cases. A Member

who released such information in connection with his legislative. duties

-

would be protected from prosecution by the constitutional privilege of

.speech or debate (Article I, §6) (Gravel v..United States, supra, pp.

- 615-616). As noted by the Court with reference to Senator Gravel's claim

Kr

that the speech or debate clause protected him from prosecution for having

read classified documents into a subcommittee record,
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"To us this claim is incontrovertible. The Speech c P_a
. ) or Debate Clause was designed to assure a co-equal o

branch of the government wide freedom of speech,
debate, and deliberation without intimidation or
threats from the Executive Branch. It thus pro-
tects Members against prosecutions that directly
impinge upon or threaten the legislative process.
We have no doubt that Senator Gravel may not be
made to answer--either in terms of questions or in
terms of defending himself from prosecution--for :
the events that occurred at the subcormittee meet- ' : :
ing" (ibid). i ‘ '
However, the Court did note that "Legislative acts are not all-
« encompassing"” (id, at 625). For example, in this case, any arrange-
ment Senator Gravel might have had with an outside,'privafe publisher
to publish the Pentagon Papers was held not to be legitimate legisla- _ i
tive immunity and hence not covered by legislative immunity (id, at 622-
627). Thus it is possible that a lMember might find himself subject to ‘ - FE
‘ prosecution for revealing classified information if such activity did: ' ) S
not fall within the realm of a protected legislative sphere.

Mr. Bishop notes in his article ("The Executive's Right of Privacy:

. An Uﬁresolved Constitutional Question," supra)that it has been held in at

least two court cases that the judiciary cannot restrain Congress frém
_;publishing any information in its possession, beéause to do so'would
" violate the separatibn of powers doctrine. As Mf. Bishop notes,
"these cases involved tﬂe confidential information of private citizens,
but the rationale seems applicable to information obtained from the

executive"” as well'(pf 486). . .

In Hearst v. Black, 87 F.2d 68 (D.C.C. 1936), t?e Federal Com-

munications Commission had without authorization made dpagnet seizures

at

of private telegrams sent from publisher Hearst to his employees.
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e ‘he contents were then wizde known toa Special Senate Committee in-

‘ vestigatiﬁg lobbying. The court held that, under the separation of

powers doctrine, it was without jurisdiction to restrain the Committee

from keeping the mcsséges, making use of them, or disclosing'tﬁeir '

’,

contents:

"The Constitution has lodged the legislative - - Lo
power exclusively in the Congress. 1f a court S
could say to the Congress that it could use
or could not use information in its possession, -
. the independence of the Legislature would be - Licead
. . destroyed and the constitutional separation of
the powers of government . invaded.... If courts
cannot enjoin the enactment of unconstitutional
jaws--as to which proposition there can be no
doubt--then by the same tcken they cannot enjoin . e
legislative debate or discussion of constitutional C
measures because of the incidental disclosure or
publication of knowledge unconstitutionally acquired." |
. . R

(ibid, pp. 71-72).

'; ‘ - Methodist Federation for Social Action v. Eastland, 141 F. Supp.

729 (D.D.C. 1956) involved the publicétion by the Senate Internal Security

Subcommittee of a pamplet, "The Communist Party of the United States—-
What It Is--How It Works—-A Handbook for Americans," which identified -

|
|
‘the Methodist Federation for Social Action as a communist organization. o
The Federation sought to enjoin its publication. Again relying on the-

" separation of powers doctrine, the Court held that nothing in the Consti-

tution authorizes anyone to preveﬁt the President, the Supreme Court, or

. the Congress from'publishing any statement of its choice (ibid, p. 732).

g e
- -

Do

- ——— F e
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Cdnnon s PreCc_;nts of the HOusc of Rcores ntatlves Vol. V R .i‘;é:
§7249, gives an instance where the House»rexused to be bound by the

Senate's declaration of secrecy, thus leading to -the possibility'

of one House's revealing information considered by the other to be :
classified, again without repercussions. ;
o Rna Leimene
Rita Ann Reimer ' : P
o Legislative Attorney
- _ o July ‘10, 1975
. P
,;\
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